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Setting the stage
It is absolutely necessary to have cyberin-
surance in order to manage your risk. No 
amount of technology, policies or train-
ing can guarantee that you will not be 
breached. Expensive? Oh yes. Get ready 
for sticker shock when you purchase 
cyberinsurance. Because we teach CLEs 
on cyberinsurance, we can tell you with 
some assurance that lawyers are very 
confused about what specific insurance 
they need. Insurance companies are 
not very helpful — the various policies 
offered across the industry are not at all 
standardized — and of course they are 
written in complicated language which 
often obfuscates their meaning.

Where are we today?
Not in a great place. According to a 2017 
survey by the data analytics firm FICO, 
half of U.S. businesses have no cyber-
insurance, 27 percent have no plans to 
buy coverage and only 16 percent report 
having a policy that covers all cyber 
risks. There is a certain justified cynicism 
about cyberinsurance. The news is rife 
with companies who had cyberinsurance 
but found — after being breached — that 
a substantial portion of their damages 
were not covered.
 A 2017 report by Deloitte called 
 “Demystifying Cyber Insurance Coverage” 
called the market “promising” but “prob-
lematic” for the insurance companies as 
well as customers. We don’t have a lot of 
data going back in time to help us con-
struct reliable predictive models. With 
threats evolving daily and many different 
kinds of damages possibly occurring, 
perhaps over a broad swath of insurance 
company customers, insurers are “flying 
blind” — something you can see for 
yourself when you look at widely varying 
prices for widely varying coverage. As a 
result, many insurers are focused on PII 
(personally identifiable information) 

coverage which may or may not be the 
primary need of an organization. 
 After all this time, many law firms 
and other entities mistakenly believe 
that their general liability or business 
interruption policies fully cover data 
breaches. Some of them have learned 
the hard way how very wrong they were. 
And if you are impacted by the European 
Union’s General Data Protection 
Regulation that went into effect May 25, 
2018, be aware that the law doesn’t allow 
you to insure against GDPR fines (except 
in Finland and Norway). 
 Given the fact that law firms are 
generally not models of strong cyber-
security practices, it would be prudent 
of law firms to up their game, especially 
since both clients — and potential insur-
ers — are asking hard questions about 
firms’ security. 

What will cyber insurers likely need to 
know before giving you a quote?
Clearly, the information sought will 
vary from insurer to insurer, but here is 
a likely list of questions they might ask 
and things they will require:

1.  Have you had an independent 3rd 
party cybersecurity audit? And 
yep, they’ll want the results and an 
accounting of any remediation that 
was performed.

2.  Do you have email encryption avail-
able for use? Is it used?

3.  Do you employ full disk encryption?
4.  A description of how your backup 

is engineered — to make sure, if 
you contract ransomware, that you 
have a reliable backup that you can 
restore your data from.

5.  Do you train your employees in 
cybersecurity and how often you 
train?

6. Your security-related polices.
7.  What kind of enterprise level 

security software and hardware are 
deployed, including firewalls, data 
loss prevention, incident detection 
software, etc.?

8.  Have you ever experienced a data 
breach or other major cybersecurity 
incident? Yes, they will want details, 
including how long it took to dis-
cover any breaches.

9.  A description of the physical securi-
ty of your premises.

10.  Do you comply with any national/
international cybersecurity stan-
dards?

11.  Have you ever made an insurance 
claim involving cybersecurity? 
Details will be required.

12.  Has any other insurer canceled your 
cybersecurity policy or refused to 
renew one?

13.  Mobile device security in place, 
which can cover a lot, but they will 
certainly want to know if you can 
remotely wipe lost or stolen devices.

14.  Details of vendor management 
for those who have any degree of 
network access or who hold your 
data by design — are audits of those 
vendors required?
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15.  When employees are processed out
of your firm, what measures are
taken to secure your data?

16.  Do you do background checks on
new employees? Are they trained in
security policies?

17.  Awareness of facts which might give
rise to a possible claim at the time
the application is filled out.

18.  The amount of your annual cyber-
security budget (particularly true
for larger firms).

19.  Are you following general best prac-
tices regarding passwords, access
control, patching and upgrading
outdated software which is not
receiving security patches?

20.  A description of the kind of data
you hold (health data, credit card
data, banking records — any sort of
protected data).

21.  Financial data about your firm, in-
cluding assets, revenues, number of
employees and any proposed merger
or acquisitions.

22.  Is logging enabled? What is the
retention period of log files?

The list of possible insurer questions can 
seem daunting, especially if you become 
aware that your truthful answers (and 
failure to be truthful may invalidate 
coverage) will not please the prospective 
insurer.

What should you be asking a prospec-
tive insurance company?
This can be a hard question, but we 
have found it useful to set forth specific 
scenarios with specific damages and ask 
the insurance agent to show us what 
language covers what damages. For 
instance, virtually all insurance policies 

cover actual loss or damage to your com-
puters, but not the loss of the data. And 
if you don’t like one proposal, well, there 
are now more than 60 carriers offering 
cyberinsurance, so you certainly have 
alternatives.

If your data is in the cloud or 
otherwise held by third parties, you are 
certainly going to need third party cover-
age. If your firm is active with social 
media coverage, you may need media 
liability coverage. And when regulatory 
fines loom, and they often do these days, 
you certainly want coverage for regulato-
ry fines. 

Ask your insurer as many questions 
as you can think of, but here are a few 
starters.

1.  Is the coverage retroactive? How far
back, if so?

2.  Does the insurer believe your limits
of coverage are adequate for your
needs, especially given the nature
of the data you hold and the size of
your firm?

3.  Does the policy cover both the loss
and the compromise of data? (E.g., 
make sure data encrypted by ran-
somware is covered.)

4.  Is there a discount if you have a
3rd party independent audit and

remediate any critical vulnerabilities 
found by the audit?

5.  Are you covered if a vendor holding
your data suffers a breach?

6.  For an additional premium, does
the insurer offer a subrogation waiv-
er? We know some of you are asking
“What’s this?” Google it for the full
explanation and why such a waiver
may be desirable. Where is cyberin-
surance going?

Final Thoughts 
In May 2018, Warren Buffet created 
headlines when he said of his insurance 
company Berkshire Hathaway Inc., “I 
don’t think we or anybody else really 
knows what they’re doing when writing 
cyberinsurance. We don’t want to be a 
pioneer on this.” Another unsettling 
point of view!

The world of cyberinsurance is 
evolving — think how little we have by 
way of precedents. Combine that with 
the rapid changes in attack surfaces, 
cyber weapons and tactics, etc. and it is a 
bit unsettling. As we have now reached 
the point where many firms have been 
breached — and will be breached again 
— the one thing we can tell you for sure 
is that cyberinsurance is essential risk 
management for law firms.
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