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C

ongress ratified the First Amendment in
1791—100 years before Edison’s light bulb;
150 years before the computer; and over
200 years before a geek at Harvard created Facebook. The First Amendment’s oft-quoted language
ensures “freedom of speech” and the right of the
people “to petition the government for a redress of
grievances,” among other rights. In Columbia University v. Trump and Davison v. Randall,
the judicial branch addresses the meaning of this language in the context of government
officials who block critical citizens from their social media pages. Both are fascinating cases
where 21st century facts meet 18th century law, and for those of us who practice in the
Fourth Circuit, First Amendment jurisprudence just got a lot more complicated.

The Rise of Social Media

Fledgling social networking sites and message forums – online spaces where users could
“meet” and virtually communicate – have existed from the early days of the Internet. However, the early 2000s saw the birth and then boom of modern
social media with the founding of three giants: Facebook
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people of all ages communicate online.” 1 As of 2016, more
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2019, it is estimated that 2.77 billion people on the planet will
Mr.
Hughes,
use
social
media. 2

1
2

Hughes, Chris, It’s Time to Break Up Facebook, New York Times, May 9, 2019.
https://www.statista.com/statistics/278414/number-of-worldwide-social-network-users/

TABLE OF CONTENTS
18th Century Law Meets 21st Century Facts: The Implications of Columbia University v. Trump and Davison v.
Randall .................................................................. 1
Message from the Chair ........................................... 2
Preserving and Producing Data from Social Media.........9
Did You Know? ......................................................13
Small Cell Regulations Resources:..............................14
Membership Notices ...............................................14
2020 Fellowship Applications....................................15
Board of Governors ............................................................... 23

Message from the Chair
Happy New Year to all our members! It’s not just a new year, but it’s also a new decade,
which presents a good opportunity to reflect on what the last ten years have brought to the
practice of local government law. The last decade has ushered in big changes in how all of
us live and work, communicate and travel. Smart phone technology is at the center of the
changes, but our homes are smarter, our cars are more independent, our doorbells, red
lights and law enforcement have cameras, and all of these advances have had an impact
on how we represent our local governments.
In 2010, most local government attorneys were only just starting to understand how social
media would affect the local political processes, elections and public meetings. Over the
decade, we saw changes in our FOIA and records retention responsibilities, citizens’ privacy
concerns, and our evidence-gathering requirements. Twitter was just launching its mobile
app in 2010. Instagram, having just gotten started, was only used for posting pretty photos.
Snapchat, Tik-Tok and Tinder did not exist in 2010, and Vine has come and gone. Chances
are, you still had a Garmin, and you couldn’t use your smart phone (at best an iPhone 4) to
navigate like we do today with up-to-the-minute traffic data to guide us through previously
quiet neighborhoods to avoid rush-hour traffic. In my hometown of Virginia Beach, we saw
a transatlantic subsea cable land, the beginnings of data center development, and “small
cell” towers popping up everywhere, all driven by this increase in data.
As a result of all this connection and activity, we have new roles as legal counsel and new
challenges in staying focused and informed. In this issue of the Journal, we offer a couple of
resources designed to help a little in this fast-paced arena: an article on the implications of
Columbia University v. Trump and Davison v. Randall, two cases that address government
officials blocking followers from their social media pages; an article with practical tips for
record retention and document production of social media; and the launch of a handy
corner of our Section’s webpage with resources for those localities facing brisk small cell
tower rollouts. And don’t forget to have your summer interns apply for our Fellowship!
The Board of Governors hopes this Winter issue will provide some brief relief, so you can slow
down and contemplate what this new decade will bring!
Becky Kubin,
Chair
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now one of Facebook’s preeminent critics, estimates that Facebook 3 alone is worth half a
trillion dollars and commands more than 80% of the world’s social networking revenue.
Given the overwhelming control that these social media companies exert over speech, there
is growing pressure for these companies to “stamp out” hate speech. Both advertisers and
users do not want to be affiliated with platforms that allow it. In response, most social media sites forbid speech that offends or attacks people on the basis of race, ethnicity, national
origin, religion, sexual orientation, disability, or other personal traits. 4 Violations of these
standards often result in the social media platform itself deleting comments or banning users. Facebook, Twitter, and YouTube have even hired thousands of new moderators to filter
out content in violation of these standards. Moderators, however, are inconsistent, poorly
trained, and not well paid. Moreover, they are tasked with reviewing the allegedly objectionable content generated by proprietary algorithms written and executed by a small cadre
of engineers and executives. 5 Instances have been reported in which certain posts are deleted when the user was black, but the same post has not been deleted when the user was
white. Other critics assert that these algorithms contain a bias against traditionally conservative opinions or causes. Silicon Valley seems unperturbed; their mindset is that every
problem can be solved by algorithms–the solution is at hand but they just haven’t gotten it
right yet.
This kind of content-based control of speech is, of course, anathema in the context of First
Amendment jurisprudence. Content-based regulations are subject to strict judicial review,
which effectively means that they won’t survive. See, e.g., Reed v. Town of Gilbert, 135 S.
Ct. 2218, 2227 (2015). Moreover, First Amendment jurisprudence is likely inapplicable to
the private owners of most social media sites under the State Action Doctrine.

The State Action Doctrine

Applying the First Amendment to social media interactions is subject to the State Action
Doctrine, a key concept in constitutional law. As the United States Supreme Court explained
in the Civil Rights Cases (1883) the 14th Amendment limits “state action” and not “individual invasion of individual rights.” 3 S. Ct. 18. Translated, this means that the Constitution
and the Bill of Rights limit the action of governmental actors, not private actors.
This doctrine is alive and well. Late last term, the Supreme Court held in a 5-4 decision 6
that a private cable system operating by contract public access channels is not a state actor
subject to the First Amendment. Manhattan Cmty. Access Corp. v. Halleck, 139 S. Ct. 1921
(2019). The Court’s ruling rested on the determination that the operation of a public access
station “has not traditionally and exclusively been performed by government,” and that a
private actor’s decision to open a forum for speech “is not transformed by that fact into a
state actor” Id. at 1929 and 1930. 7

3
4

Facebook also controls the popular Instagram, SnapChat, and WhatsApp platforms.
Policies for regulating speech on these private platforms are available as follows:

Facebook: https://www.facebook.com/communitystandards/
Twitter: https://help.twitter.com/en/rules-and-policies#general-policies;
and-policies/hateful-conduct-policy.
5

and

https://help.twitter.com/en/rules-

See Hughes, New York Times, May 9, 2019.

6

The Court split along the familiar conservative-liberal divide with Justice Kavanaugh writing for the majority. In
dissent, Justice Sotomayor tartly observed that the majority “tells a very reasonable story about a case that is not
before us.”

7
In 2018, a federal district court in Texas also affirmed this traditional view, ruling that a private individual could
not maintain a free speech lawsuit against Facebook, stating that “the First Amendment governs only governmental
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But although it is unlikely that content-based regulations promulgated by private actors on
private social media sites are subject to First Amendment constraints, the plot thickens
when governmental actors use those private platforms to transact the government’s business. 8 Things get even more dicey when a public official uses these platforms to communicate with the public. Those issues are amply illustrated in the two cases featured in this
article. They present a Democrat and a Republican—one a simple local politician, and the
other the President of the United States, each alleged to have violated the First Amendment
by their actions in connection with their social media accounts.

Knight First Amendment Inst. at Columbia Univ. v. Trump

The potential consequences of a public official’s decision to block a constituent on social
media played out at the highest level in the Southern District of New York last year. Knight
First Amendment Inst. at Columbia Univ. v. Trump, 302 F.Supp.3d 541 (S.D.N.Y. May 23,
2018), aff’d, 928 F.3d 226 (2nd Cir. 2019). In Knight, the court examined President Donald
Trump’s decision to “block” seven people from accessing his Twitter account after each
tweeted critical messages in response to the President’s tweets. Knight, 302 F.Supp.3d at
553.
Trump was a relatively early adopter of Twitter, establishing his personal account –
@realDonaldTrump – in March 2009. 302 F.Supp.3d at 552. Over the years, he used the
account “to tweet about a variety of topics, including popular culture and politics.” Id. After
his inauguration in January 2017, Trump changed his Twitter biographical information to
reflect his new position as “45th President of the United States of America, Washington,
D.C.” Id. He then used his account to communicate information to the public about his administration, as well as other issues not directly related to government business. 9 Id. at
552-553.
In May and June of 2017, in response to different Trump Tweets about various political issues, each of the seven plaintiffs posted replies criticizing Trump. Id. at 553. Each of the
seven plaintiffs then discovered that they had been blocked from accessing Trump’s account. 10 Id. at 553-554. After being blocked, the individual plaintiffs, along with the Knight
Institute 11, filed suit in July 2017 against Trump and several senior White House officials,
alleging that being blocked on Twitter violated the plaintiffs’ First Amendment rights. Id. at
555.

limitations on speech.” Nyabwa v. FaceBook, S.D. Tex. No. 2:17-CV-24, 2018 WL 585467, at *1 (S.D. Tex. Jan.
26, 2018).
8

Governmental use of these sites creates an immediate need for these documents to be preserved and retained
under the Freedom of Information Act, the Public Records Act, as well as how to comply with the need to preserve
and produce evidence in the event of a litigation hold. For a practical guide how to actually retain these records,
see John Simek’s and Sharon Nelson’s excellent instructions on how to do so that also appear in this edition of the
Journal.

9
Trump and his social media director also use the Twitter accounts @POTUS and @WhiteHouse to communicate
the President’s messages, although, notably, the @realDonaldTrump has 14 million more followers than @POTUS
and 19 million more than @WhiteHouse.
10

Once blocked, the plaintiffs could still read Trump’s tweets, but only by logging out of their blocked accounts
and viewing Twitter from the Internet.
11
The Knight First Amendment Institute at Columbia University is “a 501(c)(3) organization that works to defend
and strengthen the freedoms of speech and the press in the digital age through strategic litigation, research, and
public education.” Id. at 554. The Knight Institute filed an amicus curiae brief in the Fourth Circuit in support of
Brian Davison during the Davison v. Randall appeal.
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The District Court’s Decision

The court first concluded that the plaintiffs had standing 12 to sue the President and the
White House Social Media Director Daniel Scavino. 13 Id. at 556-558. With standing established, the court then turned to how and why the First Amendment would apply to the “distinctly twenty-first century medium of Twitter.” Id. at 564.
After quickly deciding that the plaintiffs’ Twitter replies qualified as “speech on matters of
public concern,” and thus, were solidly within “the core of First Amendment protection,” the
court then turned to the applicability of forum doctrine. Id. at 565. The court ultimately held
that a portion of the President’s Twitter account is a designated public forum, such that
blocking the plaintiffs based on their critical political speech violated the First Amendment.
Id. at 578.
Also significant was the Knight decision’s incredibly detailed discussion of the mechanics of
Twitter – from the difference between “muting” versus “blocking” a person to the different
engagements one can have through “tweets,” “retweets,” “favorites,” “likes,” and “replies.”
Id. at 550-552. Ultimately, the court concluded that if President Trump had simply “muted”
his critics instead of “blocking” them, there would have been no First Amendment violation:
“No First Amendment harm arises when a government's ‘challenged conduct is simply to
ignore the [speaker],’ as the Supreme Court has affirmed that “[t]hat it is free to do.’” Id.
at 576. The court also carefully parsed out the difference between what the decision referred to as discrete “aspects” of the Twitter account, drawing a legally significant distinction between the “content” of the tweets sent by the President, the “timeline” of those
tweets, the “comment threads” that occurred as a result of other Twitter users replying to
the tweets, and the “interactive” space” associated with each Tweet. Id. at 566. Only the
“interactive space” of the tweets was held to be subject to forum analysis. Id. at 573. 14

The Appeal

President Trump appealed, and on July 9, 2019, the Second Circuit upheld the lower court’s
grant of summary judgment, finding the “interactive space” on the president’s Twitter account was a public forum in which users had been blocked for unconstitutional viewpoint
discrimination. Knight First Amendment Inst. at Columbia Univ. v. Trump, 928 F.3d 226
(2nd Cir. 2019). The court concluded that the “evidence of the official nature of the [Twitter] Account is overwhelming” and that once Trump had chosen to open the account, he
could not then “selectively exclude those whose views he disagrees with.” Id. at 234. After
echoing the reasoning of the lower court’s decision, the court also took care to reject the
government’s argument that blocked users could still voice disagreements in other ways or
even had a “workaround” to still view the Tweets in question 15, finding that “the ability to
engage in other speech does not cure that constitutional shortcoming” or “cure the constitutional violation.” Id. at 238, 239. The court concluded by reminding “litigants and the public”

12

While the threshold issue of standing is not the focus of this article, the court presents a thorough analysis of
standing jurisprudence.
13

Summary judgment was granted in favor of Defendants Sarah Huckabee Sanders and Hope Hicks. Sanders was
dismissed because the court concluded that she did not have access to the Twitter account; Hicks was dismissed
following her resignation as White House Communications Director.

14

Other “aspects” – such as the contents of the tweets themselves - were held to be “government speech,” a
category of speech for which forum analysis or First Amendment strictures do not apply. Id. at 571. Additional
“aspects” – such as replies to the tweets, and obviously, Twitter itself – were held not to be under “governmental
control” given that Twitter is privately-owned, as well as the fact that each individual user controls his or her own
account. Id. at 567, 571-572.
15
Even though the plaintiffs were “blocked,” they could still access President Trump’s Tweets by logging out of
their own Twitter accounts or creating new accounts.
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that while uncomfortable and unpleasant, “the best response to disfavored speech on matters of public concern is more speech, not less.” Id. at 240.

Davison v. Randall

The Fourth Circuit Court of Appeals reached a similar result involving a public official’s use
of social media – albeit involving a different platform and a local politician from the opposite
side of the aisle. Phyllis Randall, the Chair of the Loudoun County Board of Supervisors,
created a new page on Facebook (Facebook Page) the day before she assumed office. 912
F.3d 666, 673 (4th Cir. 2019), as amended (Jan. 9, 2019). The Facebook Page offered Randall’s comments on a variety of Loudoun County issues such as upcoming Board meetings
and public safety issues. Id. It also allowed citizens the opportunity to provide Randall with
feedback and to leave comments. Id. at 674. Brian Davison, an “outspoken” critic of
Loudoun County’s School Board, made incendiary comments about the School Board on
Randall’s Facebook Page in response to a post by her about a recent public meeting. Id. at
675. Although neither party specifically recalled the post, Randall believed that Davison
alleged that School Board member had been “taking kick-back money.” Id.
In response, Randall deleted her original post in its entirety and banned Davison from further access to her Facebook Page. Randall reconsidered her decision banning Davison from
her Facebook Page and unbanned him the following day, about 12 hours later. Id.
Davison filed an amended complaint against Randall, in both her personal and official capacities, and against the Loudoun Board under 42 U.S.C. § 1983. Id. at 676. He alleged that
Randall’s decision to ban him from her Facebook Page was unlawful viewpoint discrimination
under the First Amendment and violated his Due Process rights under the United States
Constitution. Id. Two months before trial, Davison sought to amend his complaint to add
claims under the Virginia Constitution, and a new First Amendment claim: that the County
violated his free speech rights by choosing to use Facebook as a limited public forum when
Facebook allows its users to restrict access to their posts. Id. The district court allowed the
Virginia Constitutional claims, but denied leave to amend on this last count, and the case as
proceeded on each party’s motions for summary judgment. Id.
The district court granted summary judgment in favor of the Loudoun Board and Randall in
her official capacity. Id. It determined, however, that genuine issues of fact existed regarding whether Randall’s Facebook Page was a limited public forum, and whether Randall, in
her individual capacity, had acted under color of state law in banning Davison. Id. After a
trial on these issues, the district court ruled in favor of Davison, and both parties appealed.
Id. at 676-677.

The Appeal

Color of Law
The Fourth Circuit turned first to the issue of whether Randall, in her individual capacity,
had acted under the color of state law. 16 The court observed that whether a “wrongdoer is
clothed with the authority of state law” requires an analysis of the “totality of the circumstances” rather than resort to the “rigid simplicity” of a specific formula. Id. at 680. Here,
the inquiry was not even close.

16

Randall also raised the issue of Davison’s Article III standing for the first time on appeal. Id. at 677. She argued
that because she had reinstated Davison’s access to her Facebook page, he failed to articulate a sufficient “injury in
fact” to establish standing. Id. The Fourth Circuit rejected this argument. Id. The court observed that a likelihood of
future harm to Davison was clear from the evidence: he will continue to post critical comments and Randall continues to believe that she has the authority to delete them or to ban him. Id. at 677-678.
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The court concluded that Randall had swathed her Facebook Page “in the trappings of her
office.” Id. at 680-681. Among other things, Randall’s Facebook Page (1) included her title;
(2) listed governmental contact information; (3) included Randall’s county email address
and county office telephone number; (4) included the web address of the official Loudoun
County webpage; (5) addressed the Page to Randall’s Loudoun constituents; (6) submitted
posts of the entire Loudoun Board; and (7) was expressly designed and encouraged to be
used as a channel for “back and forth constituent conversations.” Id. In the context of a
First Amendment challenge, the fact that Randall’s actions in banning Davison directly
stemmed from his critical comments of the School Board reinforced the court’s conclusion.
In short, Randall’s Facebook Page offers a road map of how not to set up a government
official’s private Facebook Page.
Public Forum
The court next addressed whether Randall’s Facebook Page was a traditional public forum.
Without directly answering this question, 17 the court rejected Randall’s arguments that the
Page could not be because (1) it was located on a private website, or (2) that in the alternative, it was government speech. Id. at 682-688. As to the former, the court observed that a
government’s use of private property does not necessarily protect it against claims that it
has created a public forum. Id. at 685. Citing a long line of cases, the court rejected any
bright line test, and instead observed that whether government has created a public forum
hinges on the amount of control the government exercises over the private property that is
being used for expressive activity. Id. at 683-685. Here, and for many of the same reasons
that the court held that Randall acted under color of law, the court held that Randall’s
“complete control” over the Page defeated any claim that the private nature of the platform
rendered her conduct safe against First Amendment claims. Id. at 685.
Nor was Randall able to establish that her Page was “government speech”—safe from First
Amendment scrutiny. On this front, the court stated that Randall’s Page was “materially
different” from other cases in which a government may lawfully exercise control over its
own speech. Id. at 686. The court held that because of the interactive component of Facebook, and in particular, Randall’s invitation that her Page was a space for “any” speaker on
“any” issues, Randall had created a public forum. Id. at 687. Randall readily admitted that
she deleted Davison’s post and banned him because she considered his post to be “slanderous.” Id. By doing so, the court concluded that Randall had engaged in viewpoint discrimination. Because such discrimination is prohibited in any public forum, the court declined to
comment on whether Randall’s Facebook Page was a traditional public forum versus a limited public forum. Id.
Futility
Oddly, the court was not so restrained as it considered Davison’s cross-appeal challenging
the district court’s dismissal of his First Amendment claims against the Loudoun Board of
Supervisors. As noted above, two months before trial, Davison alleged that “the County
violates the First Amendment by maintaining a limited public forum on Facebook.” The district court dismissed “this novel legal theory” on procedural grounds, concluding that it was
raised too late in the case. 18 Although the court ruled that the district court had not abused
its discretion by denying leave to amend, the Fourth Circuit nonetheless undertook a de-

17

Although the court side-stepped whether a government’s social media page constitutes a traditional public
forum, it noted that Randall’s page had all “the hallmarks of a public forum.” Id. at 682. It invited public comment,
did not place any restrictions on the public’s access to the page, and was interactive. Id. The page was also “compatible with expressive activity” and promoted “an exchange of views.” Id.

18

The Fourth Circuit rejected Davis cross-appeal against his claim against Randall in her official capacity because
he had failed to establish that she acted as a municipal policy maker. Id. at 689.
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tailed analysis of whether, as the district court had concluded, the claim was also without
merit. So much for judicial restraint.
Davison’s “novel legal theory” claimed that Loudoun County, by selecting Facebook as the
platform for its official media page, ran afoul of the First Amendment because Facebook
rules allow individuals accessing the County page to ban other users such that the banned
users cannot see the posts of the users who had requested the ban. In other words,
Loudoun County violated the First Amendment “when rules allowed by Facebook allow private users to restrict access to their posts—and comments on and responses to those
posts—including posts to any municipal Facebook.” Id. at 691. The court observed that this
claim could not be viewed as “futile.” Id. at 690. The court essentially speculated that because “it could conceive” a case in which a government’s selection of a particular platform
could run afoul of the First Amendment, the district Court’s decision could not be sustained.
Id. For example, if a government selected a platform that only permitted registered members of a particular party access to that website, a First Amendment violation might exist.

What Next for Local Government Attorneys

For lawyers in the Fourth Circuit, the court’s discussion of the issue of whether the use of
Facebook itself violates the First Amendment, while dicta, has opened up a whole new area
of First Amendment jurisprudence. Whereas it was once sufficient to analyze a government’s actions and decisions relative to a limited public forum, when it comes to social media, governments in the Fourth Circuit will now be compelled to analyze the underlying policies, practices, and procedures of the websites they employ. Although the discussion in
Davison uses the most extreme examples, creative attorneys will not be so limited. Are
governments now required to analyze the underlying search engines and algorithms that
drive a platform to verify that no one form of speech is favored over another? What are the
underlying rules that govern various social media platforms? Is such an inquiry even possible without access to sensitive proprietary information?
It is impossible to answer these questions definitively. As a consequence, the prudent local
government attorney must approach its client’s use of these websites and platforms with
caution.
In addition, the Fourth and Fifth Circuit’s analysis at such granular levels – parsing out the
distinctions between “likes” and “retweets” and “favorites” – all but requires that local government attorneys seeking to advise their clients must first become as versed in technology
as the law to avoid potential constitutional violations.
Finally, the fact that elected officials who use social media to reach their constituents are
creating public records means that government attorneys must take all the same precautions to ensure such records are being retained and produced in response to freedom of
information requests as any other public record, even if the fast-moving world of social
media technology means such records will be retained long after the platforms themselves
have become obsolete. The founding fathers may not have anticipated that “Presidential
Papers” would one day include “Tweets” but in drafting the First Amendment, they created a
framework to govern even the most modern forms of “speech.”
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Preserving and Producing Data from Social Media Sites

T

his article supplements another in this Journal, “18th Century Law
Meets 21st Century Facts.” As that article noted, governmental use of
these social media sites creates the need for data to be preserved
and retained under the Freedom of Information Act (FOIA) and the Public
Records Act. It is also important to comply with the need to preserve and
produce evidence in the event of a litigation hold.
Our charge was to produce a practical guide to that preservation and
production, aware that advising clients on these issues has been a maSharon D. Nelson, Esq.
jor headache. It doesn’t help that social media sites are constantly
changing their methodology of preserving and producing data. Readers
are therefore forewarned that the instructions below were current as of the
time this article was written but some procedures may have been subsequently altered.
Let’s address the preservation and production of social media evidence
first. If you are under a litigation hold or have another reason to preserve
social media evidence, the advice certainly is to not delete any current
data. While we can’t address how to preserve all of the various sources of
evidence, the following are some of the more popular and common ones.
John W. Simek
Keep in mind that not all available data can be preserved or exported.
Also, some particular data elements (e.g. history) may be available, but
the process may be more complicated and difficult to perform.
•

Facebook – Facebook has a tool to assist users in downloading their data. There is a
help page at https://www.facebook.com/help/1701730696756992, which contains
detailed steps. Use these steps to download your data.
1. Go to the top right of Facebook and click the down arrow.
2. Click Settings.
3. Click Your Facebook Information.
4. Go to Download Your Information and click View.
5. To add or remove categories of data from your request, click the boxes on the
right side of Facebook.
6. Select other options, including:


The format of your download request.



The quality of photos, videos and other media.



A specific date range of information. If you don't select a date range,
you'll request all the information for the categories you've selected.

7. Click Create File to confirm the download request.
After you've completed the download request, it will appear as Pending in the Available
Files section of the Download Your Information Tool. It may take several days for Facebook
to finish preparing your download request. You will receive notification once the data is
ready for download.
1. Go to the Available Files section of the Download Your Information tool.
2. Click Download and enter your password.
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It is important to note that requesting your data is only your data – your own posts Many
attorneys believe that preserving Facebook data via the download tool actually preserves
the wall (the page which shows your posts, comments on them, etc.) Not so. The wall is
comprised of your data plus data from other users (e.g. comments, likes, pictures, etc.)
You’ll need to use a third-party tool to preserve the wall if that is your intent. It is better to
contact a digital forensic company to discuss options for preserving more than just the user’s data.
•

Twitter – Twitter has a similar mechanism for downloading your data. Twitter has included the information it believes is the most relevant and useful to the user, including the user’s profile information, user Tweets, user Direct Messages, user Moments,
user media (images, videos and GIFs the user attached to Tweets, Direct Messages,
or Moments), a list of followers, a list of accounts that the user is following, the user’s address book, Lists that the user created, are a member of, or are subscribed to,
interest and demographic information that Twitter has inferred about the user, information about ads that the user has seen or engaged with on Twitter, and more.
You can initiate the download request by logging into Twitter using a Web browser.
1. Go to your Account settings by clicking on the profile icon at the top right of
the page and selecting Settings and privacy from the drop-down menu.
2. Next to Your Twitter archive, click the Request your archive button.
3. When your download is ready, Twitter will send a notice via push notification
(if you have Twitter for iOS or Android installed on your mobile device). From
your settings, you can click the Download archive button under the Download your data section.
4. Twitter will also send you an email with a download link to the confirmed
email address associated with your Twitter account.
5. Once you receive the email, click the Download button while logged in to
your Twitter account and download a .zip file of your Twitter archive.

•

YouTube – YouTube is owned by Google. This means you use your Google account
credentials to download (preserve) your YouTube information. You begin by going to
the download page located at https://takeout.google.com/. Depending on the number of Google services you use, the list can be quite extensive. To make it easier to
only target YouTube, click on the Deselect all option at the top of the page.
1. If you don’t want to download data from a product, uncheck the box beside it.
In this case, select the box next to YouTube. This will include Watch and
search history, videos, comments and other content you've created on
YouTube. (Videos are downloaded in their original format, or as MP4 files with
H264 video and AAC audio. Only your own comments will be included in your
archive.)
2. Select the button labeled All YouTube data included to see the data that
will be included in the archive. Deselect any data you do not want included.
The available YouTube options include:
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chats



history



my-comments



my-community-contributions



my-live-chat-messages



stories



subscriptions

•

Slack – Unlike the previously mentioned platforms, there are limited DIY options to
preserve (extract) Slack data unless you use the Enterprise version of Slack. If you
are not an Enterprise user and use one of the other Slack plans (Free, Standard or
Plus), the workplace owner and administrators can easily export data from public
channels. That data includes public messages, public files, archived channels, and integration activity logs. You will have to contact Slack if you need access to other information such as private channels, direct messages, editing activity, etc. By default,
Slack data is retained forever. However, workspace owners can customize file and
message retention policies. If the policies have been modified from the default “keep
forever” action, they need to be reset back to default if under a litigation hold or other reason to preserve data.

•

WhatsApp – Preservation of WhatsApp data is achieved via a backup process. By default, WhatsApp will store the backup to the SD card if one is installed. iPhone users
don’t have any memory expansion, which means the WhatsApp backup is stored in
iCloud. There are too many variations to describe memory expansion options or how
to configure cloud storage. There are really only two steps to backup WhatsApp data.
Step 1 is turn on the backup feature within WhatsApp and step 2 is pick a destination
for the data.
1. Launch WhatsApp
2. Click Settings
3. Click on Chats
4. Click on Chat backup
5. Select to backup now or when to schedule future WhatsApp backups

•

Snapchat – By design, Snapchat “deletes” messages after being viewed. However,
Snapchat now has a feature that allows the user to save the message prior to sending. You have the option to save your snap/story to Memories, which is Snapchat’s
way to store a backup in the cloud. In other words, you can preserve your memories
in Memories. You can save the message by long pressing the message.

•

Instagram – Recent data privacy movements such as the EU’s General Data Protection Regulation (GDPR) have made downloading your data more common. Instagram
now has the ability to download your data built right in. It is a process similar to Facebook.
1. Go to instagram.com.
2. Click on the gear icon next to your Edit Profile option and select Privacy
and Security.
3. Scroll down to Data Download.
4. Click Request Download.
5. Type in your email address if it doesn't automatically pop up, then click Next.
6. Enter your password and click Request Download.

It can take up to 48 hours for the data to be available for download. You will get an email
notification once the file is available for download.
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Certainly, you should consult a digital forensics firm to understand other options for preservation and any limitations of the download/export features. You can also go “old school” and
try screen prints or screen capture software to preserve the data. Worse case, you can take
a picture with your camera phone. That is, of course, much less desirable and labor intensive. No matter which method you select, make sure that all steps and actions are documented.
No matter what data you are trying to preserve, a little internet research will go a long way
toward answering your questions. Just make sure you note when any resources on the internet were published – and be wary of anything that is more than a year old!

Sharon D. Nelson, Esq. is a practicing attorney and the president of Sensei Enterprises, Inc. She is
a past president of the Virginia State Bar, the Fairfax Bar Association and the Fairfax Law Foundation. She a co-author of 17 books published by the ABA. snelson@senseient.com.
John W. Simek is vice president of Sensei Enterprises, Inc. He is a Certified Information Systems
Security Professional and a nationally known expert in the area of digital forensics. He and Sharon provide legal technology, cybersecurity and digital forensics services from their Fairfax,
Virginia firm. jsimek@senseient.com.
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Did You Know . . . THAT YOU CAN’T

CELEBRATE PRESIDENT’S DAY IN THE TOWN OF
MOUNT VERNON?

Our nation’s first president was born on February 22, 1732. In 1800, one year after his death at
age 67, his birthday became a day of remembrance and veneration, and in 1885, Washington’s birthday became an official federal holiday. Until Martin Luther King, Jr. was similarly
recognized, Washington was the only person for whom a federal holiday was named. Even
Abraham Lincoln, whose birthday is February 12 was never so honored.
The passage of the Uniform Monday Holiday Act in 1968 changed that landscape. The Act’s
purpose was to move certain federal holidays from specific dates to predetermined Mondays to create more three-day weekends for the nation’s workers. Pursuant to the Act, Washington’s holiday was moved from February 22 to the third Monday in February. This change
shifted the cultural mindset as the nation seemingly conflated the two president’s birthdays.
Some years, the day fell right in between Washington’s birthday and Lincoln’s birthday. Retailers and marketers capitalized on the three-day weekend. In less than a decade “President’s Day” was born, and by the early 2000s nearly half of the 50 states had formally
changed the name of the holiday.
But not Virginia. Virginia Code § 2.2-3300 steadfastly maintains that the third Monday in February is to honor “George Washington . . . the first President of the United States.” That statute
doesn’t apply to Fairfax County because Virginia Code § 15.2-849 provides unfettered authority for counties that have adopted the urban county executive form of government to
establish their own schedule of holidays and what to call them. But don’t get any ideas
about naming your locality “Mount Vernon”—even if it is to honor the Father of the country.
Virginia Code §15.2-103 expressly reserves that name for “the home and tomb of the late
General George Washington in Fairfax County.” If you intend to honor the man this holiday,
consider raising a glass of rye whiskey –the official state spirit of Virginia. Better yet, raise a
glass of “Spirit,” which per Virginia Code § 1-510 is the official emblem and designation of the
rye whiskey produced at Mount Vernon.
Happy Birthday, George!
Cynthia Bailey
Deputy County Attorney
County of Fairfax
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Small Cell Regulations Resources: In the past several years, there has been an exponential increase in the number of wireless devices such as cell phones, laptops, sensors, etc., and wireless
service providers such as Verizon, AT&T, Sprint and T-Mobile have had to find a way to densify
their wireless networks in order to keep up with the increased demand. Prior to 2017, these electronic devices were connected wirelessly through macro-towers, the traditional “cell tower” that
you may have seen with little more frequency than municipal water towers. As demand increased, a new type of antenna known as a “small cell” was introduced into the marketplace,
with the ability to supplement traditional macro-towers to provide ubiquitous broadband coverage to connect these devices. Although smaller in size than macro-towers, these need to be
much lower to the ground and there needs to be many more of them in order to accommodate
the demand. The wireless providers began negotiating with individual businesses and property
owners to get access to property and install the antennas and infrastructure. The providers
quickly found out that due to the number of small cells needed, especially in densely populated
areas, this one-by-one approach was not easy. So in 2017, the providers began fiercely lobbying the Virginia General Assembly (and a multitude of other states), and the federal government
to pass legislation that would streamline the process and allow providers unfettered access to
public rights-of-way to install wireless infrastructure. Between 2017-2019 several bills were passed
in Virginia, as well as 23 other states. In 2018, the Federal Communications Commission released
an order that took effect in 2019, making all states subject to small cell legislation and preempting many of the state laws in the process. (FCC Order link)
Because this area of law developed so quickly and because many local government attorneys
have no experience in this area, the Local Government Section has created an online reference
resource for local government attorneys, which contains templates intended to provide a sample framework for Virginia localities to customize and scale for their own needs. Please visit our
section page on the VSB website (link) for applicable laws and templates and samples of franchises, license agreements, small cell tower application forms and public inquiry response suggestions. If you have examples you would like to add to this list, please contact Susan Custer
at susan.custer@lgava.org.
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2020 | VIRGINIA STATE BAR LOCAL GOVERNMENT SECTION
About
Created in 2012, the Virginia State Bar (VSB) Local Government Fellowship seeks to attract promising
future attorneys to the practice of local government law in the Commonwealth of Virginia. To this end,
the Board of Governors of the VSB Local Government Section will award a $4,000 fellowship to an
outstanding first or second-year law student who has committed to working full-time for a minimum
of 10 weeks at a Virginia local government attorney’s office during the summer of 2020, or divide
the fellowship between two students working full-time for a minimum of 5 weeks each. The Fellow will
also have the opportunity to submit an article on a local government topic or an interview for
potential publication in the VSB’s quarterly Journal of Local Government Law.
Eligibility and Fellowship Award Criteria
Eligibility. To be eligible for the Fellowship students must: (1) be currently enrolled as a 1L or 2L J.D.
candidate at an ABA-accredited law school; and (2) have accepted an offer to work at a local
government attorney’s office in Virginia during the summer of 2020. Students committed to working
for a minimum of 10 weeks (40 hours a week) will receive priority in selection, but students
committed to working a minimum of 5 weeks (40 hours a week) are also eligible for a partial
fellowship. A “local government attorney’s office” means a city, county, or town attorney’s office
that serves as in-house counsel to a Virginia local government. It does not include a
Commonwealth’s Attorney’s Office.
Fellowship Award Criteria. The Fellowship will be awarded based on a record of excellent
academic achievement and a demonstrated interest in, and commitment to, public service,
particularly in local government practice.
Application Requirements
The following materials must be submitted electronically to the VSB Board of Governors of the Local
Government Section at vsblocalgovernment@gmail.com no later than April 1, 2020 at 5:00 p.m.:
•
•
•
•

A completed Fellowship Application Form (see attached form).
A resume that includes information about the student’s education and work/internship/public
service experience.
An essay no longer than 1 page (single-spaced, at least 11-point font) that addresses the student’s
interest in, and commitment to, a career in local government law or in public service generally.
An official or unofficial law school transcript created by the applicant’s law school.

Questions
Please direct any questions about the Fellowship to vsblocalgovernment@gmail.com. For questions
about local government employers and placement opportunities, please contact your law school career
advising office.

VIRGINIA STATE BAR LOCAL GOVERNMENT FELLOWSHIP
Section I: Student Information
Name:

________________________________________________________________________

Address: ______________________________________ Phone No.: __________________
Name of Your Law School: __________________________________________

Email Address: ________________

Your Current Year in Law School: _______

Section II: Local Government Employer Information
Name of the office where you will work during the summer of 2020 _____________________________________________
Address: ____________________________________________________ Phone No.: ___________________________
Expected number of weeks you will work: _________________
Name of office contact (an attorney who can confirm your summer employment): _______________________________
Email Address: ________________________________

Phone No.: ___________________________

Describe briefly, if you know, the kind of work you will perform as an intern this summer:

Section III: Personal Statement, Résumé, and Transcript
Please attach the following materials to this application. All attachments must be in .pdf, .doc (or .docx)
or .rtf file format.
1.

A one (1) page personal statement addressing your interest in, and commitment to, a career in
local government law or in public service generally. (Note: you may single-space or double-space
text, but please use at least a 11-point font).

2.

A one (1) page résumé that describes your education and experience, including any relevant work,
internship, pro bono and volunteer experience.

3.

An unofficial or official law school transcript created by your law school that reflects your
coursework and grades for the first three semesters of law school.

Section IV: Certification and Electronic Signature
By completing my electronic signature below, I hereby certify that the information and materials submitted as
part of this application are true and accurate to the best of my knowledge, and that I have accepted an offer to
work full-time (a minimum of 5 weeks, 40 hours per week) at the local government attorney’s office named
above during the summer of 2020.
Name (Type): _______________________________________________________

Date: _____________________

INSTRUCTIONS: TO SUBMIT YOUR APPLICATION, SAVE THIS DOCUMENT AS A .PDF FILE AND EMAIL IT
AND THE THREE (3) ATTACHMENTS DESCRIBED IN SECTION III AS A SINGLE FILE TO THE FOLLOWING
EMAIL ADDRESS: vsblocalgovernment@gmail.com BY NO LATER THAN APRIL 1, 2020 AT 5:00 P.M.
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