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I.

Introduction

The accusation comes in a carefully worded letter from your Internet provider, or a more
pointed missive from a law firm. Your IP address has been identified, it says, as participating in
copyright infringement. That’s bad enough, until you see the name of the work you’re accused
of stealing: Amateur College Men Down on the Farm,1 or maybe Teen Anal Sluts.2 If you’re
lucky, it’s something respectable like The Hurt Locker;3 if you’re unlucky, it’s something
unprintable. Pay us, say, $3,500, the lawyers’ letters say, or else: “we will have you personally
named in the suit, and proceed directly against you.”4
If this kind of notice appears in your mailbox, you’re not alone. It’s happened to a 70-yearold widow in San Francisco5 and a legally blind network security expert in Seattle;6 a Florida
grandmother7 and an Iraq war veteran in North Carolina8—more than 200,000 people in all, by
some estimates.9 These letters are part of a recent deluge of copyright infringement lawsuits
involving the online sharing of video content, most of them filed by adult entertainment
companies or independent filmmakers.10 These cases name dozens, hundreds, or thousands of
anonymous defendants each, identified only by Internet Protocol (IP) addresses of networked
devices, but few people are ever named and actual trials are unprecedented.11 Instead, plaintiffs
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use the litigation to gather names of alleged infringers who are then bombarded with emails,
letters and phone calls seeking settlements of several thousand dollars.12
This current wave of mass copyright litigation has spawned a problem with infringement of a
different kind: infringement of Internet users’ rights to informational and sexual privacy. By
seeking to squeeze settlements out of defendants by the thousands, without regard to whether or
not they actually infringed anything, adult entertainment and independent film companies are
jeopardizing the very rights that make their industries possible in the first place.
Courts should respond to this problem by strengthening existing procedural protections.
Plaintiffs seeking subpoenas to identify alleged infringers of sexually explicit material should be
held to stricter standards of proof, including evidentiary showings of copyright ownership and
infringement. Courts should require plaintiffs seeking the identities of Internet users to use
simple tools to provide a reasonable basis to believe that the court has personal jurisdiction over
the putative defendants. Finally, courts should insist that plaintiffs have properly joined
defendants in mass cases and, if not, sever the dozens, hundreds or thousands of defendants in
suits where plaintiffs are misusing the system.
II.

A Brief History of Online Copyright Infringement Litigation
Although the unlawful posting and sharing of copyrighted content online had been

occurring since the early days of the Internet, online infringement exploded in the late 1990s
with the emergence of peer-to-peer (P2P) file-sharing technology and Napster, the “first and
most notorious P2P system.”13 Peer-to-peer software allows users to transfer files among
themselves, rather than merely uploading and downloading files via a centralized server.14
Napster provided free file-sharing software and servers to facilitate the file transfers, and
12
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maintained an index of available files which allowed users to search for particular content –
usually songs – and then choose to connect with another user who had the desired file available
to download.15 That index was a key reason for Napster’s downfall. The Northern District of
California and the Ninth Circuit held that Napster was liable for contributory and vicarious
copyright infringement because, among other reasons, its maintenance of the index showed it
knowingly encouraged and assisted its users’ infringement,16 and had the means to control it.17
Second-generation P2P services such as Grokster, StreamCast, and KaZaA hoped to
avoid Napster’s mistakes. Unlike Napster, these newer systems dispersed the indexing functions
and allowed users to connect directly.18 In Grokster’s system, for example, some users’
computers were designated as “supernodes” that maintained temporary indices of the files
available on a group of computers on the network; if the requested file was not available in the
supernode’s network, the request was relayed to other supernodes until the requested file was
found and the requesting and providing computers could be connected directly.19
In the end, this decentralization was not enough to save Grokster and StreamCast,
however. Reversing the lower courts, the Supreme Court ruled in 2005 that the services could be
held liable for vicarious and contributory infringement, citing evidence their executives knew the
networks were being used for infringement and that they intended such infringing uses, as
exemplified by positioning themselves as alternatives to Napster when the courts clipped
Napster’s wings.20
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Meanwhile, copyright holders’ initial losses in their suits against intermediaries such as
Grokster prompted the record labels to open another front in their legal war against online
infringement: lawsuits against individual file sharers.21 The labels’ trade group, the Recording
Industry Association of America (RIAA), in 2003 began directly suing individuals it accused of
swapping infringing music files.22 The RIAA’s movie industry cousin, the Motion Picture
Association of America (MPAA), announced its own lawsuits against individuals a year later.23
A. Failure of § 512(h) Subpoenas
When the RIAA first started suing individual infringers, its lawyers assumed they had a
cheap and easy way to discover defendants’ identities: using the expedited, ex parte subpoena
provision of the Digital Millennium Copyright Act.24 Under 17 U.S.C. § 512(h), copyright
owners may petition a district court clerk to issue a subpoena to an online service provider
seeking identifying information about an alleged infringer.25 The law allows the clerk to issue
such subpoenas without review by a judge or magistrate, so long as the proposed subpoena meets
certain requirements and the copyright owner submits a signed statement declaring it will use the
subpoenaed information only to protect its rights.26 Another advantage is that the subpoenas can
be obtained for a $35 fee,27 not the filing fee for an actual lawsuit, which is currently $350.28
Unfortunately for the RIAA, several ISPs balked. They argued that § 512(h) applied only
to ISPs that stored allegedly infringing files, not service providers acting merely as conduits for
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the allegedly infringing file transfers.29 The District of Columbia and Eighth Circuits agreed,30
dealing a serious setback to the recording industry’s efforts to target individuals.31
Both circuits held that the subpoena provision was inapplicable because it requires the
subpoena application to include a copy of a valid takedown notice under another provision of §
512.32 The provisions of § 512 governing providers of online caching, storage and linking
services require that upon notice by a copyright holder, the service must delete or block access to
allegedly infringing material.33 These notice and takedown provisions do not apply to ISPs that
merely transmit data, however.34 The reason is simple: if the ISP is not storing any allegedly
infringing files, there’s nothing for it to take down – the files reside on the alleged infringers’
own computers.35 Without anything to take down, there can be no takedown notice, and without
a takedown notice, there can be no subpoena.36
B. Meet John Doe: Suing Defendants By IP Address
Because § 512(h) subpoenas are unavailable, as the Eighth Circuit noted in Charter,
copyright owners must file “John Doe” lawsuits against individual alleged infringers – suing
anonymous defendants in order to obtain court-ordered disclosure of identifying information
from their ISPs.37 In those cases, copyright holders attempt to sue alleged infringers directly,

29

Charter, 393 F.3d at 775; Verizon, 351 F.3d at 1231. Section 512 provides other safe harbors for other online services:
caching, the short-term storage of data incidental to transmission, § 512(b); storing material at the direction of users, § 512(c);
and providing searching or linking services, § 512(c). Providers of these three services must block or remove infringing content
when notified by copyright holders under the law’s “notice and takedown” provisions. 17 U.S.C. §§ 512(b)(2)(E); (c)(1)(C) &
(c)(3); (d)(3) (2006).
30
Charter, 393 F.3d at 777, Verizon, 351 F.3d at 1236.
31
See Pac. Century Int’l, Ltd. v. Does 1-37, --- F. Supp. 2d ---, Nos. 12 C 1057, 12 C 1080, 12 C 1083, 12 C 1085, 12 C 1086, 12
C 1088, 2012 WL 1072312, at *2 n.6 (N.D. Ill. Mar. 30, 2012) (noting that after Verizon, § 512(h) “became inadequate for
digital copyright owners attempting to identify users downloading copyrighted material on P2P networks.”).
32
17 U.S.C. § 512 (c)(3)(A) (2006); Charter, 393 F.3d at 777, Verizon, 351 F.3d at 1235.
33
17 U.S.C. §§ 512(b)(2)(E); (c)(1)(C) & (c)(3); (d)(3) (2006).
34
Id.; see also supra note 29.
35
Charter, 393 F.3d at 777, Verizon, 351 F.3d at 1235-36.
36
Both circuits declined to reach the ISPs’ other arguments: that the subpoena procedure violated the case or controversy
requirements of Article III and infringed the First Amendment rights to anonymous speech of the targeted Internet users.
Charter, 393 F.3d at 777-78; Verizon, 351 F.3d at 1231.
37
Id. at 775 n.3 (suggesting that “organizations such as the RIAA can file a John Doe suit, along with a motion for third-party
discovery of the identity of the otherwise anonymous ‘John Doe’ defendant.”).

5

initially identifying only IP addresses associated with putative defendants.38 Immediately after
filing suit, the plaintiff files an ex parte motion for pre-service discovery, seeking approval to
issue a traditional civil subpoena to an ISP for the identifying information about their subscribers
associated with the offending IP addresses at the date and time specified.39
During the music industry’s initial wave of John Doe lawsuits, courts usually granted the
discovery motions and rejected arguments from the Doe defendants, ISPs and cyber liberties
groups that the subpoenas should be quashed.40 Once the record labels obtained the identifying
information, they would notify the putative defendants and offer them the option of a quick, outof-court settlement, to which most Does agreed.41 The recording companies settled thousands of
these lawsuits for thousands of dollars each.42
The RIAA gave up its litigation campaign against individual file sharers at the end of
2008, choosing instead to collaborate with other copyright owners and ISPs in an agreement to
provide a “graduated response” to alleged infringement.43 As the name suggests, graduated
response means a series of escalating measures to deter and punish individual infringers. The
sanctions begin with the ISP sending the user notifications of alleged violations and escalate to
38
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restrictions such as “throttling down” the offending users’ transmission speeds and, possibly
(though this is not required), the online version of the death penalty: an ISP’s termination of the
user’s Internet connection.44 The entity created to oversee the process, the Center for Copyright
Information, announced it would begin operations in the summer of 2012.45
III.

BitTorrent: The New King of P2P File Sharing
After the demise of relatively centralized file-sharing facilitators such as Napster and

Grokster, users increasingly shifted to BitTorrent technology.46 Unlike Napster or Grokster,
which were services that connected file sharers to each other, BitTorrent is software—at its most
basic level, a protocol used to transfer data, like HTTP (HyperText Transfer Protocol), the file
transfer technology used for webpages.47 According to BitTorrent, Inc., as of December 2011
some 152 million computers worldwide had BitTorrent or the related µTorrent installed.48
A. The Swarm Downloading Innovation
Unlike other P2P systems in which one individual downloads a file directly from another
individual, BitTorrent uses a “swarm” model to transfer files among users.49 To prepare for
sharing, a large file is sliced into pieces, each with a unique “hash ”—a “digital fingerprint”
identifying what part of what file it is.50 The initial file sharer, or “seed,” creates a “dot-torrent”
file that consists of an index of the hash codes of the pieces of the desired work and a link to the
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“tracker,” a server connected to the Internet that coordinates the sharing process for that file.51
The seed then makes the dot-torrent file available to others, usually by posting it on a website.52
Those wishing to download copies of the work click on the dot-torrent file to load it into their
BitTorrent software, and the downloading process begins.53
BitTorrent makes its file transfers faster while using less Internet bandwidth by
distributing the data transfer among its users.54 During the file transfer process, the BitTorrent
software takes pieces of the original file from all other “seeds” who are online and have the file
available to download, as well as anyone else downloading the same file.55 Instead of user A
taking the entire copy of the file from user B, A gets bits of it from users B, C, D, E, and so on—
and if user Z is downloading the same file, she may get bits of it from user A.56 This feature of
BitTorrent simultaneously decentralizes and speeds up the file sharing process while using less
Internet bandwidth,57 which makes the software particularly helpful for sharing large files such
as movies.58 Once the download is complete, the user can choose to remain connected and
become a “seed” for future downloads of the same file.59
To use a rather oversimplified analogy, think of a data file as a book. To copy a whole
book from just one other person, you’d have to copy each page from that one original—a fairly
slow process, even with a speedy photocopier or scanner. BitTorrent is bit like assembling a
copy of the book from a book group, each of whom has a copy of the book and can copy
different chapters at the same time, vastly streamlining the copying process. Not only that, but to
51
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take the analogy a bit further, when you’re assembling the copied pages of the book from the
book club, others who want the book can copy pages not only from members of the book group
but also from those you already have received.
Although the BitTorrent file sharing process is more widely dispersed among different
users, people wanting to find specific content and those wishing to offer that content, lawfully or
otherwise, still have to be able to find each other. But there’s no one central index or group of
indices like the former Napster service had; instead, there are scores of websites that provide
places to post and download dot-torrent files, indexed links to other websites hosting dot-torrent
files, or both.60 As with the Internet in general, there are sites that offer a wide range of material
across genres and media types, and there are more specialized sites serving niche interests of
their consumers. Although the most well-known and notorious torrent site is The Pirate Bay,
which unabashedly offers access to thousands of infringing files,61 there are sites offering music
audio and video,62 sites offering computer software,63 sites offering public domain videos,64 and,
this being the Internet, a host of sites offering many different iterations of pornography. 65
B. BitTorrent Technology and Copyright Law
BitTorrent has several significant features in the context of copyright infringement
litigation. Unlike Napster, there’s no single, centralized hub where users access an index of files
and connect with each other; instead, there are thousands of individual torrent sites.66 Further,
neither the dot-torrent file nor the tracker computer includes any of the content of the file to be
60
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shared.67 Some operators of torrent sites have pointed to this fact to argue that the dot-torrent file
and tracker are neither themselves infringing nor subject to notice and takedown under § 512.68
The Pirate Bay, for example, made this argument in a profanity-laced response to a takedown
notice from DreamWorks involving the movie Shrek 2.69
However, a California federal court hearing a secondary infringement lawsuit against the
operator of several torrent sites held that downloading a dot-torrent file constitutes direct
infringement, because doing so automatically connects the user to the swarm to start sharing the
infringing file; thus, “it is clear that dot-torrent files and content files are, for all practical
purposes, synonymous.”70 That case, Columbia Pictures Industries v. Fung,71 illustrates how
copyright holders’ litigation against BitTorrent intermediaries has fared little better than in the
initial stages of the litigation against Grokster. The lawsuit represents the movie industry’s
attempt to shut down Gary Fung, one of the largest operators of torrent search and indexing sites,
including IsoHunt.com.72 The trial court in 2009 granted plaintiffs’ motion for summary
judgment on liability, holding that Fung’s sites were liable for inducement and contributory and
vicarious infringement.73 Fung appealed, and IsoHunt has remained online throughout more than
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six years of litigation,74 albeit under a court order requiring the site to block access to certain
torrent files identified through keyword filters programmed by the movie industry plaintiffs. 75
The BitTorrent file sharing process is not only more distributed but more anonymous.
Although downloaders can choose to see the IP addresses of others involved in the swarm, in
general that information is invisible to the users.76 Therefore, many BitTorrent users would not
know even how many other users are “seeds” acting as sources for parts of the downloaded file,
let alone the seeds’ screen names or geographic locations.77 The downloading swarms are
coordinated not by any centralized service but by individual trackers, which automatically
connect those who join the swarm to a random list of the available addresses from that swarm.78
This is in contrast to Napster and Grokster, where each file was transmitted only from one user to
another, either directly or through a central server, and the downloader usually chose from whom
to download (and thus likely saw at least the screen name of that source).79
These features of BitTorrent also allow copyright holders to identify IP addresses of
those involved in a particular swarm. To carry out its function of mediating the file transfers, the
tracker computer records the IP addresses of swarm participants, as well as the date and time that
each address connected to and disconnected from the swarm, and users can configure their
BitTorrent software to read this information.80 Thus, copyright holders or the investigation firms
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they hire81 can tap into a swarm for a particular work and record all of the IP addresses
involved.82 The trackers’ data is vulnerable to manipulation and errors, however, and without
more sophisticated investigation can lead to a large number of false positives.83 Sophisticated
BitTorrent users know all of this, of course, and have developed methods intended to mask the IP
addresses of computers participating in a swarm.84
Further complicating the legal landscape, BitTorrent users are increasingly shifting to
technological variants that make the file sharing process even more decentralized and
anonymous. One such development is the use of magnet links to replace dot-torrent files and
trackers.85 Instead of a dot-torrent file containing the URL of a tracker computer and the digital
fingerprints of the pieces of a certain file, the magnet link is simply a snippet of data that, when
read by the user’s BitTorrent client software, allows that program to seek out and connect to the
desired swarm.86 When magnet links are used, the dot-torrent file still exists, but inside the
swarm, not posted separately on a website.87 The Pirate Bay, for example, stopped hosting
trackers in 2009 and started using only magnet links in February 2012.88
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C.

A Torrent of Lawsuits

Beginning in 2010,89 federal district courts have been hit with “a nationwide blizzard of
civil actions brought by purveyors of pornographic films alleging copyright infringement by
individuals utilizing a computer protocol known as BitTorrent.”90 Some larger, similar lawsuits
were filed by those asserting ownership of copyrights in B-movies or independent films—most
prominently for the Oscar-winning Iraq war drama The Hurt Locker, whose copyright owner
filed suit in the U.S. District Court for the District of Columbia in 2010 and eventually listed
24,583 Doe defendants.91 Most of the lawsuits alleging infringement by BitTorrent, however,
have been filed by corporate entities alleging they hold copyrights to sexually explicit videos.92
As with the RIAA’s Doe lawsuits, the latest swarm of BitTorrent copyright infringement
complaints refer to the defendants by IP addresses, and the plaintiffs seek approval immediately
after filing to issue subpoenas to ISPs in order to identify the subscribers associated with those IP
addresses.93 Sometimes all of the defendants are alleged to have participated in the same swarm
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(LDW(GRB), 12-1154 (ADS)(GRB), 2012 WL 1570765, at *2 (E.D.N.Y. May 1, 2012). See also Digital Sin, Inc. v. Does 1176, No. 12-CV-00126 (AJN), 2012 WL 263491, at *1 (S.D.N.Y. Jan. 30 2012) (noting that “[l]itigation of this nature . . . is
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downloading the same work,94 while in other cases plaintiffs seek to identify those alleged to
have infringed one of several different works.95
The dramatic difference between the RIAA lawsuits and the current swarm of BitTorrent
cases is the number of defendants named in each suit. During its litigation campaign against
individual file sharers, the RIAA sued a total of more than 35,000 individuals.96 BitTorrent
lawsuit plaintiffs, by contrast, have named hundreds of thousands of John Doe defendants in a
little more than two years, often in cases with hundreds or thousands of defendants each. The
Electronic Frontier Foundation, for example, estimated in July 2011 that some 150,000 Doe
defendants had been sued;97 U.S. News & World Report estimated in February 2012 that the
number of defendants had reached 220,000;98 and the BitTorrent enthusiast blog TorrentFreak
estimated the total at 250,000 in December 2011.99 A simple federal docket search performed in
February 2012 found at least 318 infringement cases involving video content shared via
BitTorrent filed between Jan. 1, 2010 and Feb. 15, 2012, against188,515 Doe defendants.100
A small subset of those cases was responsible for the vast majority of defendants. Just 46
cases in the sample targeted 1,000 or more IP addresses each for a total of 155,438 Does, more
than 82% of the overall universe of defendants found by this search. The three largest cases—
against 24,583 defendants, 23,322 defendants, and 15,551 defendants each—accounted for more
94
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than a third of all defendants.101 Adult entertainment companies were the plaintiffs in the
majority of these large cases: twenty-seven of 46 cases, accounting for 61,184 defendants.
Plaintiffs in this latest round of Doe lawsuits, like the RIAA, seek settlements rather than
trials.102 There is not a single reported case involving a trial of one of these suits, and even
naming identified defendants is quite rare.103 Pre-litigation settlement amounts reportedly range
from $1,000 to $6,000.104 Default judgments or post-litigation settlement agreements have been
as high as $20,000.105 One defendant who acknowledged distributing several pornographic
videos using BitTorrent agreed to a settlement with a face value of $250,000, though the
agreement states that he “has the opportunity to reduce the amount payable” by ceasing
infringing activities and making payments pursuant to a schedule not filed with the court.106
IV.

The Big Shakedown: Concerns Raised By the John Doe Lawsuits
The size and nature of these BitTorrent lawsuits have raised serious questions about

plaintiffs’ practices. Judges have sanctioned plaintiffs’ attorneys107 and decried their litigation
and settlement tactics as potentially abusive108 and otherwise improper.109 Some of those

101

Voltage Pictures v. Vazquez, --- F. Supp. 2d ---, 2011 WL 5006942, at *1 (D.D.C. Oct. 20, 2011) (amended complaint listed
24,583 Doe defendants); Nu Image Inc. v. Does 1-23,322, 799 F. Supp. 2d 34, 37 & n.1 (D.D.C. 2011) (noting that plaintiff’s
counsel had brought other suits including one with 15,551 Doe defendants).
102
Swartout, supra note 92, at 506-07; Beall, supra note 7; Koebler, supra note 98.
103
See infra note 112 and accompanying text.
104
Beall, supra note 7.
105
See, e.g., Liberty Media Holdings, LLC v. Does 1-62, No. 11-CV-575-MMA-NLS, 2011 WL 6934460, at *2 (S.D. Cal. Dec.
30, 2011) (approving a $20,000 settlement agreement with one defendant); Liberty Media Holdings, LLC v. Does 1-62, No. 11CV-575-MMA-NLS, 2011 WL 4715172, at *2 (S.D. Cal. Oct. 6, 2011) (same).
106
Consent Judgment Against Dedendant Tyler Schwaller, Liberty Media Holdings, LLC v. Schwaller, No. 10-CV-2625-LABCAB (S.D. Cal. Feb. 4, 2011).
107
See Patrick Collins, Inc. v. Does 1-25, No. 11-cv-60571, 2012 WL 27586, at *2-3 (S.D. Fla. Jan. 4, 2012) (dismissing case as
sanction for plaintiff’s counsel’s “abusive litigation tactic” in signing unrepresented defendant’s name to pleading); see also infra
notes 124-127 and accompanying text.
108
Third Degree Films, Inc. v. Does 1-131, No. 12-108-PHX-JAT, 2012 WL 692993, at *7 (D. Ariz. Mar. 1, 2012). (expressing
agreement with other courts’ concerns that plaintiffs’ “invasive discovery could lead to abusive settlement practices”); Hard
Drive Prods., Inc. v. Does 1-130, No. C-11-3826 DMR, 2011 WL 5573960, at *3 (N.D. Cal. Nov. 16, 2011) (“[T]he court shares
the concern that these cases potentially open the door to abusive settlement tactics”).
109
See, e.g., K-Beech, Inc. v. Does 1-41, No. V-11-46, 2012 WL 773683, at *5 & n.2 (S.D. Tex. Mar. 8, 2012); SBO Pictures,
Inc. v. Does 1-3,036, No. 11-4220 SC, 2011 WL 6002620, at *4 (N.D. Cal. Nov. 30, 2011).

15

targeted as putative defendants, together with cyber liberties organizations such as the Electronic
Frontier Foundation, have fought back with lawsuits and counterclaims against the plaintiffs.110
Courts and critics say the most basic problems with these suits are that the plaintiffs seem
interested only in extracting settlements from the individuals identified by the subpoenaed ISPs,
whether or not those subscribers actually engaged in infringing downloads, and the plaintiffs use
the threat of court action and public humiliation to do so.111 Court records and public statements
by some of the plaintiffs’ lawyers support this conclusion. For example, few plaintiffs ever
name and serve any defendants; one plaintiffs’ counsel, when ordered by a federal judge to
provide statistics on how many defendants it had actually served, listed more than 100 cases it
had filed against hundreds of defendants, and acknowledged it had not served a single defendant
in any of them.112 Another plaintiff’s lawyer told a North Carolina federal court that, based on
his knowledge of statistics from suits against thousands of people nationally, between 35% and
55% of “the Doe Defendants will settle very early in the litigation.”113
The risk of false accusations of infringement is high. Computer science researchers have
documented that not only do pirates insert innocent IP addresses into BitTorrent tracker logs, but
also that 10 percent or more of the addresses listed in those tracker logs may be inaccurate.114
Furthermore, an IP address often only identifies one ISP subscriber’s wireless router, rather than
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the actual device which allegedly downloaded the infringing file.115 Thus, anyone in that
subscriber’s household – or anyone nearby using an unsecured connection or hacking into a
password-protected connection – could be responsible for any activity at that address.116
Therefore, as one court explained, identifying the subscriber to an IP address does not identify
the person responsible for the alleged infringement: “the alleged infringer could be the
subscriber, a member of his or her family, an employee, invitee, neighbor or interloper.”117
Even some plaintiffs have acknowledged that their approach is certain to result in a
number of false positives.118 One plaintiff’s lawyer admitted that roughly a third of the
individuals identified by ISPs under the John Doe subpoenas are not the ones responsible for the
allegedly infringing file sharing.119 The judge in that case explained: “Counsel stated that the
true offender is often the ‘teenaged son ... or the boyfriend if it's a lady,’” or a neighbor or other
third party who hijacked an unsecured or vulnerable wi-fi connection.120 Opponents of these
infringement suits have gone further, alleging that plaintiffs have deliberately avoided having
torrent files and trackers taken down so they may use them as “honeypots” to lure unsuspecting
individuals into downloading the files and thus becoming a defendant to an infringement
lawsuit.121
Judges have concluded that some of the plaintiffs’ lawyers have tried to dodge
responsibility for improper tactics by dismissing defendants before they can complain to the
court. A judge in the Eastern District of Virginia noted that some defendants complained that
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after plaintiffs obtained their information from ISPs, they started getting harassing phone calls
demanding $2,900 settlements.122 But when those defendants filed motions to dismiss or sever,
the plaintiff immediately dismissed the case against them.123
A Texas judge uncovered more egregious misconduct by plaintiffs’ attorney Evan Stone,
who issued subpoenas to ISPs despite lacking any court authorization to do so.124 Before ruling
on whether the subpoenas should issue, the judge had appointed attorneys ad litem to represent
the interests of the putative Doe defendants—but Stone dismissed the case before the ad litem
lawyers could report back to the judge.125 Stone nevertheless served subpoenas on ISPs, some of
them on the same day he dismissed the case, as if they had been approved by the court.126
Stone’s misconduct earned him more than $32,000 in sanctions, a finding of contempt of court,
and an order that he file a copy of the sanctions order in every federal and state proceeding in
which he represented a party at the time of his misconduct.127
A series of Florida cases had even more fundamental problems—they were filed by a
lawyer who was not licensed to practice in the state.128 U.S. District Judge Robert Hinkle
dismissed 27 lawsuits against 3,547 defendants in April 2012, pointing out that long before he
filed the cases, Terik Hashmi had executed a cease-and-desist affidavit acknowledging he was
not permitted to practice law in Florida and, except for participating in immigration cases, his
doing so would constitute contempt of court and a third-degree felony.129 More disturbingly, the
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judge observed that Mr. Hashmi may have participated in extracting settlements from defendants
who did not know he was not a licensed Florida attorney.130
V.

Pornography and Privacy Rights
The adult entertainment industry in the United States owes much to Stanley v. Georgia,131

the Supreme Court ruling more than four decades ago that holds states may not criminalize the
mere private possession of materials deemed by the government to be obscene.132 Without the
ability to possess and use sexually explicit material at home free from the specter of state
interference, sales of pornographic videotapes, and eventually DVDs and content transmitted
over the Internet, likely would have been (unlike the activities they depict) seriously inhibited.
The case arose when law enforcement officers searching Robert Eli Stanley’s home for evidence
of bookmaking found several film reels in a desk drawer, used Stanley’s projector and screen to
view them, and determined they were obscene.133
The Court held that laws criminalizing the possession of obscenity violate citizens’ First
Amendment rights to receive information, as well as their liberties of thought and expression.134
Because Stanley was prosecuted for what he kept in a desk drawer away from public view, the
Court said, his prosecution also infringed his fundamental right to privacy.135 The Court said
that “in the context of this case—a prosecution for mere possession of printed or filmed matter in
the privacy of a person's own home—that right [to receive information] takes on an added
dimension. For also fundamental is the right to be free, except in very limited circumstances,
from unwanted governmental intrusions into one's privacy.”136
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Stanley was part of the Court’s recognition of the sexual dimensions of liberty and
privacy beginning in the 1960s that also included rulings such as Griswold v. Connecticut137 and
Eisenstadt v. Baird,138 which upheld the rights of heterosexual couples to buy and use
contraceptives. Most recently, the Court in Lawrence v. Texas139 cemented the rights of
Americans to be free from criminal liability for noncommercial, consensual sexual activity
between unrelated adults. 140 The Court held that the “right to liberty under the Due Process
Clause gives [citizens] the full right to engage in[homosexual] conduct without intervention of
the government.”141
One common thread running through these decisions is the Court’s recognition of
constitutionally protected liberties of privacy and autonomy in adults’ sexual thoughts, desires,
predilections, and consensual activities.142 Although the Court’s jurisprudence on broader
informational privacy rights is quite opaque,143 its interpretation of the right to sexual privacy is
clearer. The Court held in Lawrence, for example, that the Texas law criminalizing sex acts
between people of the same gender “furthers no legitimate state interest which can justify its
intrusion into the personal and private life of the individual.”144 To be sure, Lawrence has
confused and frustrated some courts and commentators because—as eagerly pointed out by
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Justice Scalia’s dissent145—it does not speak the same language of fundamental rights most often
used in substantive due process jurisprudence or explicitly apply heightened scrutiny. 146 But the
constitutional protections for sexual privacy recognized in Lawrence (not to mention Stanley,
Griswold, and Eisenstadt) are clear, and the majority of federal circuits to consider the question
have reaffirmed that the Constitution does protect sexual privacy.147
Privacy rights are not absolute, of course; they must be balanced against the
governmental interests involved.148 However, those governmental interests must be “genuine,
legitimate, and compelling,”149 as the Third Circuit put it. For example, a self-insured
government employer has a genuine, legitimate and compelling need to obtain and monitor
records of the prescriptions filled by employees, even though that information can show that an
employee is infected with HIV.150 Further, “the more intimate or personal the information, the
more justified is the expectation that it will not be subject to public scrutiny.”151 Information
about one’s sexuality is among the most intimate and personal imaginable.152
Federal appellate courts, therefore, consistently hold that a person’s sexual practices or
sexual orientation are especially sensitive matters whose disclosure by the government generally
violates constitutionally protected privacy rights.153 Courts have found privacy violations by
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government actors who disclosed or threatened to disclose information including the identities of
the person’s sexual partners154 or that the person is transgendered,155 for example.
A governmental action outing someone as lesbian, gay, or bisexual is particularly
improper, as illustrated by the tragic case of Sterling v. Borough of Minersville.156 There, a
police officer arrested18-year-old Marcus Wayman for underage drinking and threatened to tell
Wayman’s grandfather that Wayman was gay.157 The young man killed himself shortly after his
release from police custody.158 His mother sued, and the Third Circuit held that the officer’s
threat to reveal Wayman’s sexual orientation had violated the young man’s clearly established
constitutional rights: “It is difficult to imagine a more private matter than one's sexuality and a
less likely probability that the government would have a legitimate interest in disclosure of
sexual identity. . . . Wayman's sexual orientation was an intimate aspect of his personality
entitled to privacy protection.”159 Federal district courts also frequently hold that disclosure or
threats of disclosure of one’s status as gay or lesbian is an invasion of privacy.160
Being gay is nothing shameful. But sexuality is a deeply personal matter, and it is each
individual’s choice whether and to what extent to share his or her sexual identity with others. As
the Sterling case illustrates, governmental action forcing someone out of the closet can be
emotionally distressing to the point of suicide. Moreover, open discrimination and social stigma
remain stark realities for gays and lesbians in the United States.161 Given that hate crimes
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against those perceived to be lesbian, gay, bisexual or transgender (LGBT) are still far too
prevalent,162 being identified as such can put that person in life-threatening physical danger.
While not as extreme as the open and violent hatred often expressed toward LGBT
people, there is also a social stigma attached to pornography.163 As one commentator put it:
“Pornography, despite being legal, is still taboo, and revealing one’s use or being caught in
possession of pornography can cause embarrassment and shame.”164 That taboo gives the adult
entertainment plaintiffs leverage to, in the words of one of those targeted, “embarrass and shame
defendants . . . into paying money to avoid being publicly associated with the downloading of
pornography over the Internet”165 because “to be accused of downloading pornography is to be
stigmatized and branded in ways which may never be overcome.”166
At their worst, then, these lawsuits are a frame-and-shame operation in which the threat
of publicly (but falsely) accusing the targets of illegally downloading porn is used to intimidate
innocent people into making payoffs to avoid humiliation. Even where the allegations are true,
the plaintiffs are deliberately leveraging the prospect of being outed—as gay, as an aficionado of
certain frowned-upon sexual practices, or simply as someone who enjoys pornography—to
extract payments from people who do not want to be publicly labeled as such. Stone, the
sanctioned Texas lawyer, bragged about this tactic to Texas Lawyer magazine: “You have people
that might be OK purchasing music off iTunes, but they're not OK letting their wife know that
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they are purchasing pornography.”167 It’s not surprising, then, that lawyers for the adult
entertainment plaintiffs boast that large numbers of defendants quickly agree to settlements.168
Courts should not countenance such invasions of privacy, let alone facilitate them. A
person’s sexual privacy and autonomy rights are infringed by unjustified, government-sanctioned
inquiries into and exposure of individuals’ choices (or alleged choices) of sexually explicit
materials. Given that a police officer’s threat to out a young man as gay is a clear constitutional
violation,169 plaintiffs’ threats to use court-approved discovery to similarly identify individuals’
intimate sexual information is a privacy invasion of constitutional dimensions. Subpoenas in
pornography infringement cases therefore infringe defendants’ rights by using the judicial
system in threatening to announce (whether truthfully or falsely) that (1) the person’s sexual
fantasies involve the subject matter of the allegedly infringed work, and (2) the accused
individual likes this kind pornography so much he or she is willing to break the law to obtain free
copies of it.
Judges, therefore, should consider the harm to the constitutionally protected right to
sexual privacy when determining whether to grant subpoenas in copyright infringement cases.
Courts have recognized in the defamation context that when constitutional rights are at stake,
close scrutiny of plaintiffs’ claims is required to ensure with greater certainty that those claims
are legitimate.170 Providing discovery to a civil litigant—particularly in a case the plaintiff is
eager to settle for just a few thousand dollars—is not so compelling an interest as to justify
invading people’s privacy with minimal judicial oversight.
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VI.

How To Get There From Here: Procedural Issues in John Doe Lawsuits
Courts have three main procedural tools to keep John Doe lawsuits in check. First and

most importantly, the plaintiff must persuade the court to approve its subpoenas to the Does’
ISPs. If raised by the court at that initial stage, or if raised by putative defendants after the
subpoenas have been issued, the plaintiff also must prevail over challenges to personal
jurisdiction and venue, and show that joinder is proper. Federal courts presented with these
questions have provided widely varying and often contradictory answers.
A. To ID Or Not To ID: The Threshold Question
The first and most fundamental issue in any John Doe lawsuit is what requirements must
be met before the court allows the plaintiff to identify the anonymous defendants. Cases in
which parties seek court-ordered unmasking of anonymous Internet users necessarily require
courts to consider the balance between the plaintiffs’ rights to locate and sue alleged wrongdoers
and the putative defendants’ interrelated rights to privacy, anonymity, and expression. The
Supreme Court has not ruled on how courts should set that balance, leaving state and lower
federal courts to develop their own standards.171 Although those standards vary, the case law has
largely coalesced around two general approaches: a high-burden test where the online conduct
involves expressive speech, such as in cases of alleged defamation; and lower-burden tests for
cases alleging copyright or trademark infringement.172
The majority view among courts considering attempts to identify anonymous online
speakers is that the plaintiff must put forth enough evidence to show that she has a legitimate
claim,173 a test formulated in two slightly different ways in the lead cases on the subject,
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Dendrite International, Inc. v. Doe No. 3174 and Doe v. Cahill.175 In Dendrite, a New Jersey
appellate court held that before an anonymous Internet speaker may be identified, the plaintiff
must show that, for each element of her claim, enough evidence exists to show she has a prima
facie case.176 The Dendrite test further requires that, if the prima facie standard is met, the trial
court must balance the speaker’s First Amendment right to anonymous expression against the
strength of the plaintiff’s case.177 The Delaware Supreme Court in Cahill adopted a modified
version of this standard which requires the plaintiff to provide enough evidence to withstand a
hypothetical summary judgment motion but does not require an explicit balancing of the
competing interests of plaintiff and anonymous speaker.178
Courts usually use lower-burden tests in cases of alleged copyright infringement,
however, reasoning in part that while infringing file-sharing does have expressive elements, it
does not deserve the same degree of First Amendment protection as “pure” speech.179 Then-U.S.
District Judge Denny Chin, for example, wrote that sharing music files “qualifies as speech, but
only to a degree,” is not “true expression,” and therefore its First Amendment protection is
limited “and subject to other considerations.”180
Most courts considering copyright claims, therefore, use some kind of “motion to
dismiss” or “good cause” test to determine the validity of a plaintiff’s request for discovery to
identify the alleged infringers. Judge Chin’s decision in Sony Music Entertainment Inc. v. Does
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1-40181 is one of the most influential. The ruling at first glance appears to follow the more
stringent Dendrite standard by requiring a “concrete showing of a prima facie claim of
actionable harm.”182 But under the Sony formulation, the plaintiff has a much lower burden, and
can satisfy the prima facie requirement “merely by alleging the elements of ownership and
copying in some detail in the complaint.”183
However, an often-overlooked section of the Sony opinion notes that courts should
consider defendants’ “expectations of privacy.”184 Nevertheless, the opinion holds that online
file sharers “have little expectation of privacy in downloading and distributing copyrighted songs
without permission” because such activities are prohibited by their ISPs’ terms of service, which
also state that subscriber information can be disclosed under a subpoena.185
Another widely used standard is that laid down by the Northern District of California in
an early “cybersquatting” case, Columbia Insurance Co. v. Seescandy.com.186 There, the court
held that the plaintiff could obtain a subpoena to identify an infringement defendant if it could
“establish to the Court’s satisfaction that plaintiff’s suit against defendant could withstand a
motion to dismiss.”187 As with Sony, however, this formulation of the test is somewhat
misleading. The court went on to hold that the plaintiff must make an evidentiary showing akin
to probable cause in the criminal context.188 As “a protection against the misuse of ex parte
procedures to invade the privacy of one who has done no wrong,” the plaintiff “must make some
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showing that an act giving rise to civil liability actually occurred and that the discovery is aimed
at revealing specific identifying features of the person or entity who committed that act.”189
Some courts in copyright cases have employed an even looser “good cause” standard,
essentially requiring nothing more than the showing necessary in other civil actions under
Federal Rule of Civil Procedure 26(d).190 Those courts have reasoned that an enhanced standard
is not appropriate where there is no “actual speech” and thus the “defendant’s First Amendment
privacy interests are exceedingly small.”191 Good cause exists, these courts have said, when
there are cognizable allegations of copyright infringement, a danger the ISP will delete the
identifying information, and expedited discovery is necessary to move the case forward.192
The prospect of copyright holders accusing innocent defendants has prompted some
courts in BitTorrent cases to enter protective orders limiting the use and dissemination of the
identifying information plaintiffs obtain from ISPs.193 Those courts have required, for example,
that the ISPs not turn over subscribers’ telephone numbers and that the ISPs and their subscribers
be given 60 days to challenge the subpoenas before the plaintiff can use the identifying
information.194 This procedure is meant to balance the plaintiffs’ stated need to obtain the
information before it is purged by the ISPs and the countervailing need to avoid undue prejudice
to the putative defendants.195
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Judges who entered protective orders indicated that another reason for doing so was
concern about potential defendants’ privacy for “matters of a sensitive and highly personal
nature, including one's sexuality.”196 In contrast, some judges have brushed aside such privacy
concerns and refused to enter protective orders. One explained that “[a]lthough the Court
acknowledges that there is some social stigma attached to consuming pornography, Defendant
strenuously denies the allegations, and it is the rare civil lawsuit in which a defendant is not
accused of behavior of which others may disapprove.”197
B. Why Are We Here? Jurisdiction and Venue
John Doe lawsuits beg another basic question: If the plaintiff has nothing to identify the
defendants other than their IP addresses, how can the court be sure that it has personal
jurisdiction over the defendants and venue is proper? Courts have taken sharply divergent paths
on this issue, with splits developing even within the same judicial district.
The initial concern is when and by whom these jurisdictional issues can be raised. Some
courts more friendly to copyright owners have held that questions of personal jurisdiction and
venue are premature when the defendants have not been identified beyond their IP addresses.198
Courts more skeptical of plaintiffs’ claims have held the opposite: without a showing that
personal jurisdiction is likely to exist and venue is therefore proper, these courts say, the John
Doe cases may not proceed.199
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Those courts more friendly to defendants usually rely on the fact that the approximate
physical location (state or metropolitan area) of most IP addresses can be established using the
“geolocation” services of free Internet tools or inexpensive databases.200 Some courts have
required plaintiffs to show via geolocation services that the Doe defendants are likely to be
located within their districts.201 Many copyright holders have responded by alleging in their
complaints that geolocation information suggests all defendants can be found in that district.202
Further, as some courts have pointed out, if there is no personal jurisdiction over the
defendant, venue is per se improper. Under the Copyright Act, an infringement suit “may be
instituted in the district in which the defendant or his agent resides or may be found.”203 Thus,
venue is only appropriate where the defendant is subject to the court’s personal jurisdiction.204
Courts that require geolocation as a basic jurisdictional showing before granting
subpoenas say they are concerned not only about adherence to procedural rules and statutory law
but also fairness to the putative defendants, who may be pressured to settle merely to avoid
litigating in a faraway court.205 Another judge in the District of Columbia noted that “it is not
appropriate, and there is not good cause, to take third-party discovery in this case solely to obtain
information that will be used in another lawsuit in a different venue.”206
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Some copyright owners have made bold arguments for what amounts to “swarm
jurisdiction,” claiming that the swarm members acted in concert, and thus a court would have
jurisdiction over all members of a swarm wherever any one member of the swarm could be
found. One court in the Northern District of Illinois summed up the contention this way:
“Because of the size of the BitTorrent swarms and the decentralized nature of the BitTorrent
protocol, [plaintiff] alleged that such unlawful distribution of its copyrighted works occurred in
every jurisdiction in the United States.”207 Carrying this extraordinary argument to its logical
conclusion, any BitTorrent user could be sued anywhere, making jurisdictional rules
meaningless, as a California magistrate judge pointed out.208
C. Making the Cut: Joinder vs. Severance
Some of the sharpest disagreements among courts adjudicating BitTorrent infringement
cases involve issues of joinder. Under Federal Rule of Civil Procedure 20(a)(2), courts may
allow the joinder of defendants in a single case where the claim arises from “the same
transaction, occurrence, or series of transactions or occurrences” and there is a common question
of fact or law.209 Courts “have struggled to uniformly apply [joinder] case law to actions
involving the use of BitTorrent technology,”210 and their opinions have thus gravitated toward
opposite poles.
The courts most accommodating to the plaintiffs have held that “swarm joinder” is
appropriate because participation in a swarm download makes the defendants participants in the
same series of transactions and provides common questions of fact and law involving the use of
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BitTorrent technology.211 As described by plaintiffs, the use of BitTorrent software means
“[e]ach putative defendant is a possible source for the plaintiffs' motion pictures, and may be
responsible for distributing the motion pictures to the other putative defendants, who are also
using the same file-sharing protocol to copy the identical copyrighted material.”212 Supporters
also say swarm joinder also serves the interests of fairness and judicial economy because
otherwise, plaintiffs would be required to burden the court with hundreds or thousands of
individual lawsuits.213 Any misjoined defendants could be severed later, once they are named.214
Courts critical of this swarm joinder theory point out that plaintiffs are basing their
joinder arguments on either a misunderstanding or misrepresentation of how BitTorrent works in
the real world. While it is true that any seed offering a file or peer downloading a file can be a
source for others downloading at the same time, this only happens when those users are online—
and few people leave their computers on and connected all the time.215 When the swarm
participants are alleged to have downloaded their files on dates weeks or months apart, the
likelihood that they are sharing with or downloading from any other individual defendant is
considerably lessened. In other words, “the initial participants may never overlap with later
participants.”216 As one California judge explained:
The Court cannot conclude that a Doe Defendant who allegedly downloaded or
uploaded a portion of the Motion Picture on May 11, 2011, a Doe Defendant who
allegedly did the same on August 10, 2011, and over three thousand Doe
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Defendants who allegedly did the same in the interim, were engaged in the single
transaction or series of closely-related transactions recognized under Rule 20.217
More importantly, anti-joinder decisions have argued that joining large numbers of
anonymous defendants in the same action severely prejudices those defendants. Simply
complying with the requirement that each defendant serve her pleadings on every other
defendant could be a crushing burden.218 These courts also have held that joining scores of
defendants for the purpose of coercing settlements from them is improper and in itself justifies
severance.219 Plaintiffs’ arguments that they would be unfairly burdened by being forced to file
thousands of separate lawsuits receives little sympathy from the anti-joinder courts, because
those judges believe that “the potential for coercing unjust settlements from innocent defendants
trumps Plaintiff's interest in maintaining low litigation costs.”220
Anti-joinder courts also assert that judicial efficiency supports severance. Allowing such
massive lawsuits to proceed would be “inefficient, chaotic and expensive,” a “logistical
nightmare”221 requiring the courts to handle a deluge of different motions from defendants, many
of them acting pro se.222 Indeed, an Arizona judge observed, “scheduling and conducting
hearings and discovery disputes among 132 parties would be almost impossible.”223
Further, these single suits against massive numbers of defendants deprive federal courts
of millions of dollars in revenue. If the plaintiffs in the three largest BitTorrent cases had filed
individual suits against each defendant, for example, they would have paid $22.2 million in filing
fees instead of just $1,050. One judge who ordered hundreds of defendants severed noted that
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“[t]he burden [on the court] is further compounded by the fact that the increased work resulting
from mass joinder requires no additional payment beyond the one-time $350 filing fee. Plaintiffs
therefore in no way compensate financially for this significant drain on judicial resources.”224
VII.

Channeling the Torrent: How Courts Should Respond

Short of drastic changes to copyright law or civil procedure, mass infringement lawsuits
against individuals cannot be completely eliminated. Still, there are real problems with coercive
settlements and abuse of the legal system, and courts must respond, not only to protect the rights
of all Internet users, but also to prevent a backlash against the legitimate enforcement of
copyrights. Fortunately, courts already have the tools to rein in the worst excesses of these
lawsuits, protect their dockets from being overwhelmed by toxic litigation, and provide greater
protections for Internet users without unduly interfering with copyright holders’ rights to obtain
redress for infringement. By tightening enforcement of procedural requirements and giving
greater weight to Internet users’ rights to informational and sexual privacy, courts can curb the
abuses by making improper tactics more costly to employ and more difficult to conceal.
A. Tighten Standards for Issuing Subpoenas
Courts can crack down on abusive tactics right from the start by tightening the standards
they use for determining whether to grant subpoenas for identifying information about holders of
the allegedly offending IP addresses. Courts have recognized in other contexts that where First
Amendment rights to expressive speech are implicated, plaintiffs should meet a higher burden to
obtain subpoenas.225 Because mass infringement lawsuits involving sexually explicit content
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implicate not only the defendants’ rights to anonymous speech but also their rights to sexual
privacy, courts should hold plaintiffs to a higher standard before issuing these subpoenas.
Courts should enforce a Dendrite-style, high-burden test when deciding whether to
approve identifying subpoenas in mass infringement cases involving pornography or otherwise
stigmatizing content. This higher standard is necessary because, although the expressive First
Amendment rights of alleged copyright infringers are small, their sexual privacy interests are
strong and deserve heightened protection.226 To be sure, this standard does make pursuing such
infringement lawsuits more difficult and costly, and perhaps some legitimate infringement claims
would fail. However, legitimate defamation and other content-related speech torts are just as
worthy causes of action as are copyright infringement claims, and defamation plaintiffs’ needs
for redress must often give way to the broader First Amendment rights of the public at large.
The same should be true for copyright infringement claims such as these where the constitutional
interests at stake are weightier than the de minimis First Amendment rights implicated by other
infringement cases such as those involving sharing infringing music files. In developing the
judicial doctrine of fair use, courts recognized that a copyright holder’s property rights are not
absolute and must yield to higher considerations.227
Under this stricter standard, courts should require plaintiffs to provide evidence showing
a prima facie case exists—one that could survive a hypothetical summary judgment motion—for
each element of the copyright claim. For the copyright ownership element of the infringement
claim, the plaintiff should be required to document that the work has been registered to the
plaintiff (or the plaintiff’s licensor or predecessor in interest) by the Copyright Office, not just
that an application for registration has been filed. This requirement not only satisfies the higher
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evidentiary burden but provides an additional check against the possibility of plaintiffs misusing
the court system to extract settlements for infringing works that are uncopyrightable or whose
copyright they do not own.228 For the copying element of the infringement claim, the plaintiff
should be required to show that copying occurred through an affidavit or declaration, rather than
just relying on the allegations of the complaint.
Even assuming for the sake of argument that alleged pornography infringers’ First
Amendment and privacy interests are minimal, they are not zero. Thus, courts unwilling to use
this higher standard should at the very least enforce the defendant-protective aspects of the lower
Sony or Seescandy standards, which do not give plaintiffs a blank check to seek subpoenas
whenever they allege infringement. Sony contemplates that a court should consider the
defendants’ expectations of privacy.229 Although Sony itself concludes that online file sharers
have little legitimate expectation of privacy, because those privacy interests are heightened in
cases of stigmatizing material, courts should give more weight to this consideration.

Courts

using the Seescandy standard also must keep in mind that opinion’s warning that judges must
“protect[] against the misuse of ex parte procedures to invade the privacy of one who has done
no wrong,” and require a more detailed evidentiary showing than the bare allegations of a
complaint.230
Regardless of what standard courts use to determine whether to issue a subpoena, they
should keep closer supervision over the dissemination and use of that information. The courts
that have allowed the subpoenas to go forward under protective orders limiting the plaintiff’s use
of the identifying information have struck the proper balance in cases where such discovery is
228

This is not a theoretical problem. One plaintiff dropped its lawsuit against 5,865 alleged infringers of the movie Nude Nuns
With Big Guns when a dispute developed over whether it actually owned or licensed the copyright in that work. David Kravets,
Nude Nuns Mass BitTorrent Lawsuit Killed, Clone Lives On, WIRED.COM THREAT LEVEL BLOG (May 24, 2011, 5:08 PM),
http://www.wired.com/threatlevel/2011/05/nude-nuns-curtains/.
229
See supra notes 184-185 and accompanying text.
230
Columbia Ins. Co. v. Seescandy.com, 185 F.R.D. 573, 579-80 (N.D. Cal. 1999).

36

allowed.231 The need for protective orders is particularly great where the putative defendants
have strong privacy interests and the possibility of misidentifying innocent individuals is high.
Using a protective order does not prejudice the plaintiff unless its true purpose is to strong-arm a
maximum number of settlements from alleged infringers as quickly as possible. Given the
defendants’ privacy interests and the potential, not to mention actual, misuse of this information,
courts should require such protective orders whenever stigmatizing material is involved.
B. Enforce Personal Jurisdiction and Venue Requirements
It is axiomatic that courts’ power extends only as far as their jurisdiction. Ensuring
proper personal jurisdiction and venue is especially critical in mass infringement lawsuits where
the plaintiff’s goal is to use the court’s power to obtain identifying information for and extract
settlements from individuals without actually naming them as defendants.232 Plaintiffs should
not be able to evade the Copyright Act’s venue requirements.233 Furthermore, it is unjust in the
extreme to allow people to be pressured into settlements as a result of actions by and threats of
litigation in a court which has no jurisdiction over them—particularly if the court is hundreds or
thousands of miles away. Courts, therefore, should take steps to ensure that a reasonable
possibility of jurisdiction exists before approving identification subpoenas.
Many courts have realized and enforced the simplest and cheapest method of assuring
reasonable grounds for jurisdiction: geolocation.234 All courts should require plaintiffs to
provide geolocation information indicating that the IP addresses in their complaints are likely to
be physically located in their districts. The fact that some plaintiffs have begun providing this
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information and limiting their defendants to those presumably located within a court’s
jurisdictional boundaries235 shows that there is no reason not to make this a requirement.
C. Sever Improperly Joined Defendants
One of the simplest ways courts can restrain questionable mass copyright suits is to make
a more rigorous examination of whether joinder is proper and to quickly sever all defendants in
those cases where it is not. Rule 20’s requirements are called “permissive joinder” for a reason,
after all: the rule says defendants “may” be joined, not “shall” be joined.236 Although the
Supreme Court encourages joinder, courts are under no obligation to allow it. Most courts that
have considered the issue have rightfully rejected the “swarm joinder” theory237 because of its
obvious deficiencies.238 At a minimum, courts should allow joinder only of those IP addresses
that the plaintiff can show participated in the same swarm at the same time, and thus conceivably
could have been acting in concert by exchanging bits of the same file with each other.
Severing defendants has a number of advantages as a method of controlling abusive
litigation. By increasing the costs and administrative burdens for the plaintiffs, it removes some
of the financial advantages of assembly-line settlement coercion while allowing legitimate
litigation to proceed. Requiring the filing of single cases also helps provide the filing fees
necessary to partially defray the costs that courts would have to absorb whether they handle one
case against 100 defendants or 100 cases against a single defendant each. Focusing on one
defendant forces the plaintiff to provide individualized evidence to support its claim and allows
the judge to evaluate that evidence on a case-by-case basis rather than in the aggregate against a
wide range of factually distinct scenarios.
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The flexibility of the permissive joinder rule also makes it well suited for use by judges
who have some concerns about a particular lawsuit but do not wish to (or do not believe they
have the grounds to) dismiss the action outright. Judges already have severed defendants in mass
copyright cases when they suspected improprieties by the plaintiffs.239 When judges sense
potential problems because of red flags such as inconsistencies in the pleadings, the sexual or
otherwise stigmatizing nature of the work involved, or previous misconduct by the plaintiff’s
counsel, they can—and should—use severance as a method to gain closer oversight of the case
and head off potential skullduggery.
More fundamentally, courts should be skeptical of attempts to join huge numbers of
defendants in a single action. The idea that more than 20,000 individuals can be properly joined
in a single infringement lawsuit is highly implausible, to say the least—and even Judge Beryl
Howell, a copyright expert who has strongly supported swarm joinder, has acknowledged that
“at some point, the sheer number of putative defendants involved in a single case may necessitate
severance.”240 While drawing the line at some arbitrary number is unwise, surely once the tally
of defendants reaches well into the hundreds and beyond courts should take a hard look at
whether any interests other than the plaintiffs’ would be served by joining the defendants.
VIII: Conclusion
Copyright infringement is illegal, and it’s wrong. The fact that a legitimately copyrighted
work is erotic does not and should not divest its owner of the ability to enforce the copyright
against infringers, but neither is a copyright a license to infringe upon other citizens’ rights to
express themselves, to receive information, and to be let alone. The current wave of
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infringement litigation by the adult entertainment industry has knocked that balance of rights
askew, and federal courts have the responsibility to restore the equilibrium.
By wildly suing John Doe defendants by the thousands and pursuing scorched-earth
settlement extraction rather than reasonable litigation, some adult entertainment and independent
film companies are endangering the same rights to free speech and sexual privacy that have
made their primary business possible. Fortunately, federal courts already have the procedural
tools they need to curb the excesses of this flood of litigation and channel it into the boundaries
required by a just and rational pursuit of appropriate remedies for the harms caused by actual
infringement. Closer oversight of the issuance of identifying subpoenas is necessary in cases
involving sexual content to preserve privacy and speech rights from undue intrusion.
Jurisdiction, venue, and joinder requirements must be more strictly enforced to ensure due
process for both those guilty of infringement and those who are incorrectly accused. With the
incentives for abusive litigation lessened, the equipoise of intellectual property rights and rights
to expression and privacy can be restored.

40

