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Our World

Government Fusion
-DHS Critical 
Infrastructure
-DoD Mission 
Assurance
-DOE SSA relationship

BPSA wide area 
operational awareness
-ESF 12 Coordination
-Entity Relationships

Entity Reporting
-Compliance 
-Noncompliance 
security dialogue

ES-ISAC
-NIPP/UCG/ESCC Sector 
Coordination
-Cyber expertise

Threats and 
Vulnerabilities
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Information Sharing Systems Architecture

Security 
Reporting & 

Dialogue

Analytics for 
BPS Dynamic 

Risk Assessment 
and Mitigation 
Development

Cross Sector 
Information 

Sharing Solution

FRONT MID BACK
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ES-ISAC Portal
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Expanding and enriching the data
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The zoomed out view of the relationships
(~12k nodes)
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Pattern Anaylsis

3 – 8 month gap of 
opportunity between prep 
and execution of campaign
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Summing it up

• Early Indications, Pattern Analysis
• Sector Coordination
• Rapid Mitigation Development and Delivery
• All depends on information and trust
• Bounded by Constitutional issues, authorities and the regulatory 

environment
• Regulatory aspect can cultivate or stifle innovation and implementation 

success at every turn
• Must be PRACTICAL and CONNECTED to real world requirements
• Is multidisciplinary
• Towards a future with automated information exchange and expert 

decision support


