NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

National Regulatory Conference
Cybersecurity Panel
A NERC ES-ISAC Perspective

)

RELIABILITY | ACCOUNTABILITY
b _‘_;;;;:‘-f:::;/ 3 :




N Our World

NORTH AMERICAN ELECTRIC
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NERC Information Sharing Systems Architecture
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NERC ES-1SAC Portal

RELIABILITY CORPORATION
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Expanding and enriching the data
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NERC Pattern Anayilsis

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

9/M18/2012
Watchlist 247 - creditrept.com emailserverctr.com
Ti24/2012 y A
Watchlist 154 - nceba.org betterslife.com 7
f 21 }'"20 12
/ Watchlist 487 yshcime / officelatest
/ Pl 10/23/2012
6/8/2012 s airaiehrd Watchlist 258 kumda.net
Watchlist 26casslife.com Oday / . i »
P pia .chllst}?@ - ku (fﬁeu red |trept.com/ -
/ s 'y -
32352012 7, -
s _,/"
Watchlist 7/ 3-a.net 732012} ;f 1942012 _
- Watchlist 59 (energysed plysfn g;a-ﬁ b‘" tch I|st,2 { yatdex.com phish
! ’ #'Bf3f2(512 -1
W t 143/{1 fo atest.c?fm}" 10/10/2012
x1 A =AYy 4" Watchlist 311 - emailserverctr.com
7| =T > -7
-~ = -~
PR o / -~
e
Py s/ -~
S re i js
- A v 7 /4 -~
p s A"y 4 -
y - Va ‘?f Vd 4 -~
21172012 32012 4/1/2012 - 2012 |- -ﬁ?jﬂ."2{}1} _.-';E!H."Z{Hg, <~ gif2012 10/M/2012 1T1M2012
- - L4 i |/ W -
1/22/2012 - ,.-—" / s L - 11/19/2012
- ! -
- - s/
o / y ‘&
-
-~ A - &
{-" - ﬂ' -~
= &
= ¥
-~ P ra
21302012 ~ 5/2/2012 - /! / 7 \
kumda.net created - - officelatest.com r eg,LBtgred .r/ /
-~ rd - 4
-~ - 4 - - /! / nceg;2;:2?::§ated
- e - / | 7/ -ord
A Y
- -
g month f
- g 7 -~ - - credftiﬁtggg 12;eated 3 _ 8 O nt g ap O
2312012 ///, Srrent ;i' .
vatdex.com created
o opportunity between prep
o ushcime.com created /
& - .
2/13/2012 5/29/2012 c]a. d t 'I: rrl
emailservercir.com created betterslife.com create n execu IO n O Ca a'l n

RELIABILITY | ACCOUNTABILITY




NERC

Summing it up

RELIABILITY CORPORATION

e Early Indications, Pattern Analysis

e Sector Coordination

e Rapid Mitigation Development and Delivery
e All depends on information and trust

e Bounded by Constitutional issues, authorities and the regulatory
environment

e Regulatory aspect can cultivate or stifle innovation and implementation
success at every turn

e Must be PRACTICAL and CONNECTED to real world requirements

e |s multidisciplinary

e Towards a future with automated information exchange and expert
decision support
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