TECHNOLOGY NOTES

Metadata: The Hidden Truth

by W. Everett Lupton

“I know it when I see it” is a famous line
from U.S. Supreme Court Justice Potter
Stewart’s opinion in the Jjacobellis
v. Ohio  pornography  case.
Unfortunately, many attorneys take the
opposite approach when dealing with
metadata: they don’t see it, so
they don’'t know it even exists.
Unfortunately, what you don’t know
can really hurt you.

What is metadata? In short, metadata is
data about data.! Tt is structured infor-
mation about an electronic file that is
usually invisible when looking at the
document on screen or the printed
hard copy. Metadata describes the
characteristics, origins, usage, and
validity of other electronic files. The
following example is an illustration of
metadata: “23510” is merely a number
(i.e., data). By itself, it has no meaning.
But when 23510 is assigned a name of
“office ZIP code,” “office ZIP code” is
metadata about data G.e., “235107).2
Metadata also has become an impor-
tant component of discovery following
the most recent Federal Rules of Civil
Procedure changes.

Here is why attorneys should be
wary of metadata that is transferred
with electronic documents.

Bad Day Scenario No.l: Jack repre-
sents a personal injury client. At the
request of Oscar, opposing counsel,
Jack decides to be courteous and e-
mails a copy of the Demand to Oscar
to forward to the insurance company.
Jack forgets to clean, or “scrub” the
metadata from his document. Oscar
receives the demand and, using the
metadata reading features of his word
processor, discovers that Jack’s demand
originally asked for $156,000 instead of
the current $250,000. By being courte-
ous but ignorant about metadata, Jack
may have seriously undermined his
ability to negotiate.

Bad Day Scenario No. 2: Betty e-mails
a copy of her Interrogatories to plain-
tiff's counsel Niles as a courtesy so that
Niles does not have to retype all of the
questions. If Betty did not scrub her e-
file, all of her changes can be read by
Niles. Betty’s thoughts and changes in
her discovery questions may be an
important insight to Niles in crafting his
responses or developing trial strategy.

Application metadata is information
not visible on the printed page, but
embedded in the document file,
remaining with the file if it is copied.
Most versions of Microsoft Office and
Corel WordPerfect Office embed
many different types of metadata in
word processing, spreadsheets and
other applications, including e-mail.
Metadata that is usually present in
Microsoft Office files include com-
ments, all document revisions, ver-
sions, title, subject, revision number,
last print date, creation date, last save
time, and total editing time.?

Once attorneys understand it, they may
wonder if the discovery of metadata is
ethical or proper. The American Bar
Association advises that attorneys have
no ethical duty to not review or use
metadata in word processing docu-
ments, e-mail, and other electronic
documents sent by and received from
adverse parties or their counsel.* Some
state bars, such as Alabama and
Florida, have taken contrary positions,
finding such conduct to be unethical.
Recently, the District of Columbia Bar
has issued an opinion that seems to
find it unethical if receiving counsel has
“actual knowledge” that metadata was
inadvertently sent.> As of yet, there are
no Virginia or North Carolina case law
or ethics opinions that apply to “meta-
data mining.”

How do you avoid serious troubles
such as those Jack and Betty encoun-

tered? First, you can just send all docu-
ments via fax or postal mail, avoid e-
mail altogether. This approach is
somewhat drastic and draconic in
today’s legal world.

Another option is to scrub your elec-
tronic documents of most metadata.
The latest versions of Microsoft Office
and Corel WordPerfect Office have fea-
tures that can remove most compro-
mising metadata from a document.

Ways to Avoid
Metadata Pitfalls:

e “Scrub” your document before
saving it.

e Save your document as an
image file (i.e., PDF or TIFF
file).

e Avoid sending documents
electronically to adverse parties.

e Institute a metadata office
policy.

There are several commercial third-
party scrubbing applications available
that work well and are fairly easy to
use. Microsoft and Corel also offer a
detailed list of how to manually remove
or minimize metadata from a document
using older versions of their Office
suites.” As a third option, you can con-
vert a Word (.DOC) or WordPerfect
(WPD) file to an Adobe Acrobat
Portable Document Format (PDF) or
Tagged Image Format File (.TTF). Both
PDF and TIFF files are image files; the
editable document is translated to a sta-
tic photograph of the document.

Now you should have a working
understanding of the dangers of meta-

data. In implementing specific office
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procedures, ask an information technol-
ogy specialist for assistance in installing
and using certain software. Finally, you
might want to recommend this article to
your clients to alert them to the dangers of
metadata. &2

Those attorneys who decide to ignore the
realities of metadata are holding a tiger by
the tail.
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