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The Perils of Employer-Provided Technology:
Employer Inaction and the Attorney-Client Privilege

by Lauren E. Fisher

Employers regularly provide employees
with computers, cell phones, and wire-
less networks, presumably —and some-
times explicitly— for business use.
Employees occasionally use that technol-
ogy to email their personal attorneys. Of
course, for an email between attorney
and client to be privileged, it must have
been made in confidence.' Though
many attorneys assume that emails sent
using employer-provided technology
could not have been made in confidence,
and thus cannot be privileged, this over-
simplified view is often incorrect.

Courts consider a combination of
factors in deciding whether such emails
are privileged. These include whether the
employer established a policy banning
personal use of company computers and
email, monitored the use of its comput-
ers and email, had a right to access its
computers and emails, notified employ-
ees of its policy regarding computer and
email use, and implemented its computer
and email use policy consistently.? If the
employee can show that the employer
failed in even one of these areas, the
attorney-client privilege may attach to
emails sent using employer technology.

First, emails between an employee
and an attorney may be privileged if the
employer’s email policy is imprecise. For
example, in Stengart v. Loving Care
Agency,’ the employer had a policy and
practice of saving a snapshot of every
web page an employee viewed.! As a
result, the employer could examine every
email sent by the employee, regardless of
the email system used.’ Pursuant to that
policy, the employer examined a past
employee’s hard drive and uncovered
emails between the employee and her
personal attorney that had been sent
through a web-based email account.®
The employer’s policy allowed for the
personal use of email” but did not put
the employee on notice that her web-
based emails were subject to
monitoring.® Largely because of these
considerations, the court decided that
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the employee’s expectation of privacy in
those web-based emails was reasonable.’”

An employer’s failure to enforce its
email policy may also enable its
employee to assert the attorney-client
privilege. In Curto v. Medical World
Communications Inc.,'° the employer
acted pursuant to its email policy, as set
forth clearly in its employee handbook,
when it recovered Web-based emails
from the laptop of a terminated
employee.!! However, the employer had
enforced its email policy on only four
prior occasions.'? Moreover, the
employer could not monitor the
employee’s laptop during her employ-
ment, as the policy stated it would,
because the employee worked from
home and used a private server that
could not be accessed by the employer."
Under those circumstances, the court
found that the employee had a reason-
able expectation of privacy in her emails
to an attorney."

An employee may also assert the
privilege if his or her employer fails to
effectively communicate an email policy.
In Mason v. ILS Technologies LLC," the
employee never agreed to abide by the
employer’s email policy, and whether he
had even been notified of the policy’s
existence was hotly contested.'®
Consequently, the court found that
emails between the employee and his
attorney and sent from through the
company email system were sufficiently
private to be privileged.'”

Finally, if an employer interprets its
email or computer use policy in a way
that is inconsistent with a strict reading
of the policy, that inconsistency may lead
to a leak of privileged emails. In DeGeer
v. Gillis,'8 for example, the employer
conducted a review of a former
employee’s work laptop to determine
whether any privileged information
existed on the computer.'” The court
viewed this privilege review as material,
as it contradicted the employer’s posi-
tion that no information stored on the

computer could be privileged The court
deemed emails from the employee to his
attorney to be privileged.*’

Email is now a recognized part of all
discovery and litigation and invariably
employees will communicate with their
personal attorneys using employer-pro-
vided technology. Attorneys who repre-
sent employers should advise their
clients to implement policies banning
the personal use of any technology the
employer provides. Employers must also
know that merely having a policy is not
enough; rather, employers should consis-
tently enforce their policies — especially
policies that call for the regular monitor-
ing of emails.

On the other hand, attorneys with
employee clients must discourage their
clients from using employer-provided
technology to communicate with coun-
sel. Employee clients should know that if
their employers consistently apply email
and computer-use policies, then any
communications through employer-pro-
vided channels may not be private
enough to be privileged.?!
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